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• To provide materials that allows anyone to gain practical 'hands-on' 

experience in digital security, computer software & network 

administration
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• Target VM: Sedna

• Download the ova file  
https://download.vulnhub.com/hackfest2016/Sedna.ova

• Import  the ova file into your favorite hypervisor; 

• Attach a DHCP enabled interface to the machine and run it

• Objective

Find the flag

https://download.vulnhub.com/hackfest2016/Sedna.ova
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◎Testing environment

Linux Kali (attacker) >>> Sedna (target vm)
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◎From the attacker machine run the following command to find out 

Target VMs IP address:
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◎Scan the target machine IP (192.168.15.129)
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◎ Explore Port  80 in a browser

◎ Nothing too interesting 
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◎ Use nikto to scan the web application 
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◎ Verify license.txt contents 

◎ Builder Engine version 3 is installed on this machine
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◎ Search a vulnerability for this application by using searchsploit

tool (installed by default in Kali Linux)

◎ Target machine is vulnerable to “Arbitrary File Upload”  
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◎ Copy the exploit content to a local file
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◎ Using the exploit upload a reverse php shell 

(http://pentestmonkey.net/tools/web-shells/php-reverse-shell)
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◎ Navigate to “http://Target_machine/files/php-reverse-shell.php 

and get a session
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◎ Capture the flag 
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• Vulnhub website

https://www.vulnhub.com

• Vulnerable VM download 

https://download.vulnhub.com/hackfest2016/Sedna.ova

• Builder Engine

https://builderengine.com/

• PHP reverse shell 

http://pentestmonkey.net/tools/web-shells/php-reverse-shell

https://download.vulnhub.com/hackfest2016/Sedna.ova
https://builderengine.com/

