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About Vulnhub

 To provide materials that allows anyone to gain practical 'hands-on'
experience in digital security, computer software & network
administration

N o

VULNHUB

VULNERABLE BY DESIGN
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Target VM

» Target VM: Sedna

* Download the ova file
https://download.vulnhub.com/hackfest2016/Sedna.ova

 Import the ova file into your favorite hypervisor;
. Sedna.ova
 Attach a DHCP enabled interface to the machine and run it

» Objective
Find the flag
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https://download.vulnhub.com/hackfest2016/Sedna.ova

Test Setup

O Testing environment

Linux Kali (attacker) >>> Sedna (target vm)
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Walkthrough

O From the attacker machine run the following command to find out
Target VMs IP address:
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Walkthrough

O Scan the target machine IP (192.168.15.129)
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Walkthrough

O Explore Port 80 in a browser

& C | ® 192.168.15.129

Welcome to Sedna

© Nothing too interesting
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Walkthrough

O Use nikto to scan the web application
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Walkthrough

O Verify license.txt contents

(= C | ® 192.168.254.144/license.txt

The MIT License (MIT)

Copyright (c‘ 2012 - 2015 BuilderEngine |/ Radian Enterprise Systems Limited.

© Builder Engine version 3 is installed on this machine

. C | ® 1921 68.254.144/themes/default%theme_ZO1 6/description.tx1l

Default Theme 2016 for BuilderEngine V3.
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Walkthrough

O Search a vulnerability for this application by using searchsploit
tool (installed by default in Kali Linux)

© Target machine is vulnerable to “Arbitrary File Upload”
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Walkthrough

© Copy the exploit content to a local file

Information Security Confidential - Partner Use Only

1SEC

nformation sccurity inc.



Walkthrough

© Using the exploit upload a reverse php shell
(http://pentestmonkey.net/tools/web-shells/php-reverse-shell)

| / files/iootitocal htmt x|+

& @ ffite://1root/local.htm. |

I Offensive Security “ Kali Linux “§ Kali Docs @ Kali Tools EBExploit-DB W

Browse... | No file selected. send

#
#
H 3
. 3
:o#
#
#
#

€ File System

13 Information Security Confidential - Partner Use Only

nc -vnlp 20017

—
18.0kB  05/26/2007

Places listening on [any] 20017 ...
Q Search ‘

# Recently Used COPYING.GPL

@ root
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Walkthrough

© Navigate to “http://Target_machine/files/php-reverse-shell.php
and get a session

¢ 32 168.254.144
IOffensie Securty '\ Kali Linzxe \Kali Docs @ Kali Tools KExplait-D8 Wircrackng @ Kali Foums @
Index of /files

Name Last modified Size Description
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Walkthrough

O Capture the flag

4.0K Oct
4.0K Oct

—-date 33 Ock 24 016 flag.txt
data 4.0K Oct 25 2016 html
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References

* Vulnhub website
https://www.vulnhub.com

* Vulnerable VM download
https://download.vulnhub.com/hackfest2016/Sedna.ova

* Builder Engine
https://builderengine.com/

* PHP reverse shell
http://pentestmonkey.net/tools/web-shells/php-reverse-shell
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