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About Burp

« Burp or Burp Suite is a graphical tool for testing Web application
security (installed by default in Kali Linux)

» The tool is written in Java and developed by PortSwigger Security
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About Burp

* The tool has two versions: a free version that can be downloaded
free of charge (Free Edition installed by default in Kali Linux) and a
full version that can be purchased after a trial period (Professional
Edition)
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Introduction to HUNT

« HUNT is a Burp Suite extension to:

A |dentify common parameters vulnerable to certain vulnerability

classes.
A Organize testing methodologies inside of Burp Suite.
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Introduction to HUNT

* The problems
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Introduction to HUNT

* Current solutions
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Introduction to HUNT

« HUNT approach
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Demo Setup

» Demo configuration

| Browser | | BurpSuite | | Vulnerable |
| with Burp| === | Proxy | === |WebSite |
| as Proxy | | Port 8080 | | Seattle VM |
Kali Linux Kali Linux Seattle VM
IP 192.168.10.12 192.168.10.12 192.168.10.112
Information Security Confidential - Partner Use Only iSEC
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Demo

» BurpSuite Free Edition is installed by default in Kali Linux (2017)

:-#[Furpsuite ]

I? | FI;EE EDITI()NSUITE
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Demo

» Update BurpSuite Free Edition

Burp Suite Free Edition v1.7.26

(2] welcome to Burp Suite Free Edition. Use the options below to create or open a project.

® Temporary project

Burp Suite Free Edition

An update is available.

Version: Burp Suite Free Edition 1.7.27
Description: Minor enhancements and bugfixes

Release notes:  http://releases.portswigger.net/2017/08

- o x

B3 BURPSUITE

| Close | I Update now I

Choose file.

Choose file

Cancel Next
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Demo

» Update BurpSuite Free Edition

Released 31 August 2017 | v1.7.27 Release notes
= A : You have chosen to open:

Hasninad i burpsuite_free_v1.7.27. jar

A Download for Linux (64-bit) which is: Java archive (25.4 MB)
o from: https://portswigger.net

Would you like to save this file?

Information Security Confidential - Partner Use Only
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Demo

» Update BurpSuite Free Edition

:~/Downloads# cd /usr/bin
:/usr/bin# mv burpsuite burpsuite.old
:/usr/bin# cp /root/Downloads/burpsuite free

burpsuite free linux vl 7 27.sh burpsuite free v1.7.27.jar
/usr/bin# cp /root/Downloads/burpsuite free v1.7.27.jar burpsuite
/usr/bin# chmod +x burpsuite
:/usrﬁbin#

Information Security Confidential - Partner Use Only fISEC
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Demo

 Start BurpSuite Free Edition

burpsuite

Burp Suite Free Edition v1.7.27 (— IO -]
L?J Welcome to Burp Suite Free Edition. Use the options below to create or open a project. ‘ U I
( S I E
@® Temporary project
New project on disk
Open existing project e T File
e
Cancel Next
14 Information Security Confidential - Partner Use Only
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Demo

* HUNT installation on Kali Linux 2017

A Clone the hunt repo

:~#Jgit clone https://github.com/bugcrowd/HUNT
Cloning into HU‘
remote: Counting ob]ects 423, done.

remote: Total 423 (delta 0), reused 0 (delta 0), pack-reused 423
Receiving objects: 100% (423/423), 4.65 MiB | 2.77 MiB/s, done.
Resolving deltas: 100% (232/232), done.

A Download the jython standalone jar from: http://www.jython.org/downloads.html

Information Security Confidential - Partner Use Only fISEC
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Demo

* HUNT installation on Kali Linux 2017

A Open Burp Suite and Click Extender -> Extender

Burp Suite Free Edition v1.7.27 - Temporary Project e e e
Burp Intruder Repeater Window Help
(Target [ 7o+, | spider | scanner | intruder | Ropeater | Sequencer | Decoder | Comparer 1 J Proioct options [ user options [ Alerts |
[ Extensions | Bapp store | Ais |

Settings

This setting controls how Burp handles extensions on startup.

@

Automatically reload extensions on startup

Java Environment

OIS

These settings let you configure the environment for executing extensions that are written in Java. If your extensions use any libraries, you
can specify a folder from which libraries will be loaded.

Folder for loading library JAR files (optional):

select folder

(Z) Python Environment

g Thes= ssttings lst you configurs the snvironment for exscuting extensions that are written in Python. To use Python extensions, you will
®) need to download jython. which is 2 Python interpreter implemented in java.

Location of Jython standalone JAR file:

Select fi

Folder for loading modules (optional):

Select folder ...

(@) Ruby Environment

| These settings let you configure the environment for executing extensions that are written in Ruby. To use Ruby extensions, you will need to
B download JRuby, which is a Ruby interpreter implemented in Java. Note that you can either configure the location of the JRuby JAR file here,
or you can load the JAR file on startup via the Java classpath.

Location of JRuby JAR file: [

Information Security Confidential - Partner Use Only
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Demo

* HUNT installation on Kali Linux 2017

A Under Python Environment, click Select file, find the downloaded jython jar and double

click it

Please select the Jython standalone JAR file (<]

Look In: [ﬁ root M @« (] 8] 5 =]

(& Desktop (& Public

ﬁ Documents ﬁ Templates

(& pownloads Videos

(& HUNT Jython-standalone-2.7.0.jar

(& Music

ﬁ Pictures
File Name: Jython-standalone-2.7.0.jar
Files of Type: |All Files |v]

rer | Exte

ritten in |

@ IPython Environment ||

6 These settings let you configure the environment for executing extensions that are written in |

need to download Jython, which is a Python interpreter implemented in Java.

Location of Jython standalone JAR file:

I.selesh;ﬁlmml

Folder for loading modules (optional):

Select folder ...
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Demo

* HUNT installation on Kali Linux 2017

A Click Extensions -> Add -> Select file; Find hunt_methodology and add it

Burp Suite Free Edition v1.7.27 - Temporary Project

o x
Burp Intruder Repeater Window Help
Target | 7o, | spider | Scanner | intruder | Repeater | sequencer | Decoder | comparer [ Extender | Project options | User options -
[Extensions]| 8App store | Apis | options
Burp Extensions @
Extensions let vou customize Rurn's behavior usina vour own or third-narty code.
[ Load Burp Extension a x|
=
Please enter the details of the extension, and how you would like to handle standard output and error.
Remove ||
| Extension Details
[ ue
Extension type: Python |1
Down
Extension file (.py): [Select |
Details
| -] }
| Look In: [{@@ HUNT i () | @) (&) [E B )
Name: |
@ conf 11 README.md
i @8 images I
=1 | [l HUNT slides.pdf i
| hunt_scanner.py
B licanse
File Name:  |hunt_methodology.py
Files of Type: [All Files i=)
(o [
Cancel | | Next |

18
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Demo

* HUNT installation on Kali Linux 2017

A Click Extensions -> Add -> Select file; Find hunt_scanner and add it

Burp Suite Free Edition v1.7.27 - Temporary Project - o
Burp Intruder Repeater Window Help
[ Target | poxy ]|  spider | scammer | intruder | Repeater Sequencer ]
J Decoder | Comparer |  Extender | Project options | useroptions [ Ales | HUNT - Methodology |

BApp Store | APIs | Options |

Burp Extensions
Extensions let you customize Burp's behavior using your own or third-party code.

Load Burp Extension
Please enter the details of the extension, and how you would like to handle standard output and error.

Extension Details

Extension type:  [Python |
{
- Extonsion file (py):
iatails;| 9
™ Extensiol ° |
Name: AU ook in: [@ HUNT ) (o) (o) (G (GEER(s
— conf [ README.md
Extension{ | 88 images
m::‘::a [ HUNT slides.pdf
i [} hunt_methodology.py
Extension -
Context mi | L3 license
Suite tabs

File Name:  [hunt_scanner.py

Files of Type: (Al

cancel |

19 Information Security Confidential - Partner Use Only
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Demo

* HUNT installation on Kali Linux 2017

A Verify the extensions

_[ Extensions T BApp Store T APIs T Options ]

Burp Extensions

Extensions let you customize Burp's behavior using your own or third-party code.

Add Loaded | Type | Name
- Python HUNT - Methodology
| Remove | 4] python HUNT - Scanner

Burp Intruder Repeater Window Help

Target T Proxy T Spider T Scanner I Intruder T Repeater T Sequencer |

Decoder T Comparer T Extender T Project options T User options T Alerts T IHUNT-Methodoloax HUNT - Scanner IL

20 Information Security Confidential - Partner Use Only iSEC

nformation sccurity inc.



Demo

* HUNT installation on Kali Linux 2017

A Setting Target Scope

J _m_,l Proxy I Spider I Scanner I Intruder ] Repeater I Sequencer ]
[ site map | scope |

w Target Scope

o Define the in-scope targets for your current work. This confi affects the beh. of tools throughout the suite. All fields take regex strings. The easiest
U way to configure scope is to browse to your target and use the context menus in the site map to include or exclude URL paths.

Include in scope

{ Add J |Enabled | Protocol | Host / IP range | Port | File

Edit Any 192.168.10.112
Remove >
Paste URL
Load ... |

E: sde from scope
| Add | |Enabled | protocol | Host / IP range |Port  [File
_— Any logout
&J | (] Any logoff
———— ™~ Any exit

AT Any signout <

Paste URL
L Load ... J
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Demo

* HUNT usage

A Right Click -> Send-To Methodology Section

T

Filter:

ing not found items: hiding CSS, image and general binary content: hiding 4xx responses: hiding empty folders

!
D about.php
v @ account.php
[ lang=EUR
@ lang=GBP
@ lang=usD
D blog.php
> @ download.php
> © index.php
> & level.php
D

v 0 http://192.168.10.112

55

» @ products.{ [}

D register.q

D terms.phy

v 0 https://self-d
v enus

D repair

v 8 https:/pwiki
v B Firsfox

D swiEn

hittp://192.168.10.112/login.php
Add to scope

Spider from here

Do an active scan

Send to Intruder

Send to Repeater

Send to Sequencer

Send to Comparer

Request in browser

Engagement tools [Pro version only]
Compare site maps

Delete item

Copy URL

Copy as curl command

Save item

Show new site map window

Site map help

| Host ‘Method | URL |Params | Status & Length | MIME type
| htep://192.168.10.11; GET Tlogin.php
L — — —
Response |
ctri+1  feaders | Hex |
Ctri+R an.php HTTP/1.1
R.168.10.112
Account >
» | Account Registration >
File Download/Upload >
Account Recovery >
Money Transactions >
Authentication B s _ Vertical
Search > | Server Secunty Misconfiguration
Contact Us > | cross site Scripting
G > | soL injection
AP »

Authentication Bypass - Horizontal
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Demo

« HUNT usage

A Description

| Decoder | comparer | Extender |  Projectoptions | Useroptions | Alents M
v (@ HUNT - Methodology [(Description | Bugs | Resources | Notes

v (@ Functionality
v @ Account Check to see if the login sequence can be bypassed in any way to get higher level permissions.
1 Insecure Direct Object Reference
[ cross Site Request Forgery
[ Authentication Bypass - Vertical
[i cross site Scripting
[ sQL Injection
[ Authentication Bypass - Horizontal
v @ Account Registration
[ Application-Level Denial-of-Service (Dos)
[71 Insecure Direct Object Reference
[ cross site Scripting
[ sQL Injection
» (@@ File Download/Upload
» (@ Account Recovery
» @ Morey Transactions
¥ (@ Authentication
[ 57 ntication Bypass - Vertical |
[ server Secunity Misconfiguration
[ cross site Scripting
[ sQL Injection
[} Authentication Bypass - Horizontal
» @ Search
» (@ contact Us.
~ (@ General
[ Application-Level Denial-of-Service (DoS)
[} server-side Request Forgery
[) Server-Side Injection - XML External Entity Injection
[ server security Misconfiguration
& Apt
[ Insecure Direct Object Reference
[ cross Site Request Forgery
[ critically Sensitive Data - Private APl Keys
[) Authentication Bypass - Vertical
[ sQL Injection
[ Authentication Bypass - Horizontal
[ Settings
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Demo

« HUNT usage

A Reguest/Response Tracking

| oecoder |

comparer | Extender |

Project options i

Useroptions | Alerts

] nunt i

HUNT - Scanner

(& HUNT - Methodology
v (& Functionality
(& Account
[} Insecure Direct Object Reference
[} cross site Request Forgery
[(] Authentication Bypass - Vertical
[ cross site Scripting
) sQL Injection
71 Authentication Bypass - Horizontal
(8 Account Registration
') Application-Level Denial-of-Service (DoS)
[ Insecure Direct Object Reference
[ cross Site Scripting
[ sQL Injection
» (@ File Download/upload
» (@8 Account Recovery
» [@ Money Transactions

v @

pass - Vertical

[ server Secunty Misconfiguration
[ cross site Scripting
[} sQL Injection
71 Authentication Bypass - Horizontal
» [ 8 Search
» (@ contact us
v (& General
1 Application-Level Denial-of-Service (DoS)
[ server-Side Request Forgery

1 server-side Injection - XML External Entity Injection

[ server Security Misconfiguration
v @ AP1
"1 insecure Direct Object Reference
[ Cross Site Request Forgery
[ critically Sensitive Data - Private APl Keys
[ Authentication Bypass - Vertical
1 sQL Injection
71 Authentication Bypass - Horizontal
[ settings

[ Description | Bugs | Resources | Notes |

Sre -

GET /account.php HTTP/1.1

Host: 192.168.10.112

User-Agent: Mozilla/5.0 (X11; Linux x86_64;
Accep
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Referer: http://192.168.10.112/
Cookie: leve
Connection: close

text/html,application/xhtml+xal,application/xal;

rv:45.0) Gecko/20100101 Firefox/45.0
B

9,%/*;q=
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References

* Burp Suite
https://portswigger.net/burp

* HUNT Github
https://github.com/bugcrowd/HUNT

 Kali Linux
https://www.kali.org/

« OWASP
https://www.owasp.org/index.php/OWASP_Testing_Guide_v4_ Table of Contents

+ Seattle VM
https://www.gracefulsecurity.com/vulnvm/
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