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• Burp or Burp Suite is a graphical tool for testing Web application 

security (installed by default in Kali Linux)

• The tool is written in Java and developed by PortSwigger Security
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• The tool has two versions: a free version that can be downloaded 

free of charge (Free Edition installed by default in Kali Linux) and a 

full version that can be purchased after a trial period (Professional 

Edition)
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• HUNT is a Burp Suite extension to:

▲ Identify common parameters vulnerable to certain vulnerability 

classes.
▲ Organize testing methodologies inside of Burp Suite.
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• The problems
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• Current solutions
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• HUNT approach
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• Demo configuration

--------------- ----------------- -----------------

| Browser   |                 |  BurpSuite |                 | Vulnerable |     

| with Burp |      ===     |     Proxy      |      ===     | WebSite |

|  as Proxy |                 |    Port 8080 |                 | Seattle VM |

--------------- ------------------ -----------------

Kali Linux                       Kali Linux                       Seattle VM        

IP 192.168.10.12              192.168.10.12                   192.168.10.112                
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• BurpSuite Free Edition is installed by default in Kali Linux (2017)
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• Update BurpSuite Free Edition 
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• Update BurpSuite Free Edition 
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• Update BurpSuite Free Edition 
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• Start BurpSuite Free Edition 
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• HUNT installation on Kali Linux 2017

▲ Clone the hunt repo

▲ Download the jython standalone jar from: http://www.jython.org/downloads.html
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• HUNT installation on Kali Linux 2017

▲ Open Burp Suite and Click Extender -> Extender
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• HUNT installation on Kali Linux 2017

▲ Under Python Environment, click Select file, find the downloaded jython jar and double 

click it
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• HUNT installation on Kali Linux 2017

▲ Click Extensions -> Add -> Select file; Find hunt_methodology and add it
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• HUNT installation on Kali Linux 2017

▲ Click Extensions -> Add -> Select file; Find hunt_scanner and add it
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• HUNT installation on Kali Linux 2017

▲ Verify the extensions
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• HUNT installation on Kali Linux 2017

▲ Setting Target Scope
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• HUNT usage

▲ Right Click -> Send-To Methodology Section
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• HUNT usage

▲ Description
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• HUNT usage

▲ Request/Response Tracking
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• Burp Suite

https://portswigger.net/burp

• HUNT Github

https://github.com/bugcrowd/HUNT

• Kali Linux

https://www.kali.org/

• OWASP 

https://www.owasp.org/index.php/OWASP_Testing_Guide_v4_Table_of_Contents

• Seattle VM

https://www.gracefulsecurity.com/vulnvm/


