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• To provide materials that allows anyone to gain practical 'hands-on' 

experience in digital security, computer software & network 

administration
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• Target VM: D0Not5top

• Download the ova file  
https://download.vulnhub.com/d0not5top/D0Not5top_3mrgnc3_v1.2.ova

• Import  the ova file into your favorite hypervisor

• Attach a DHCP enable vmnet to the machine and run it

• Objective

Find the flags
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◎Testing environment

Linux Kali (attacker) >>> Firewall >>> D0Not5top (target vm)
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◎From the attacker machine run the following command to find out Target 

VMs IP address:

◎Scan the target machine IP (192.168.254.13９)
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◎ Use dirb tool to scan the web application
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◎ Explore http://192.168.254.139/control/ using curl

◎ Capture the flag

http://192.168.254.139/control/
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◎ Explore http://192.168.254.139/control/js/ using curl 

◎ Found a Readme file (README.MadBro)

http://192.168.254.139/control/js/
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◎ Using curl to access http://192.168.254.139/control/js/README.MadBro

reveals another flag encoded in binary

.

Encoded Flag > 

FL101110_10:1111010111011r10101

0q10svdfsxk1001i111ry100f10srtr110

0010h10

Decoded Flag > 

FL46_2:30931r42q2svdfsxk9i13ry4f2

srtr98h2

http://192.168.254.139/control/js/README.MadBro
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◎ Verify  open TCP port 25 

◎ Found a HexCode which can be converted to ASCII
HexCode => 46 4c 34 36 5f 33 3a 32 396472796 63637756 8656874 327231646434 

717070756 5793437 347 3767879610a

◎ After converting the code (using rax2), another flag is revealed
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◎ The following page has a message written in leet

(https://en.wikipedia.org/wiki/Leet )

Encoded Message => M4K3 

5UR3 2 S3TUP Y0UR 

/3TC/H05T5 N3XT T1M3 

L0053R... 1T'5 

D0Not5topMe.ctf !!!!

> Decoded Message => 

make sure are setup your etc

hosts next time looser its 

D0Not5topMe.ctf
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◎ Add the host “D0Not5topMe.ctf “ to /etc/hosts

◎ Open D0Not5topMe.ctf in browser and click on Register
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◎ Explore the webpage source code and look for hidden html pages

◎ Open the hidden webpage and looks like Brainfuck encoded data
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◎ Decoding the data (https://www.splitbrain.org/services/ook) reveals 

another flag

https://www.splitbrain.org/services/ook
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◎ Access http:// D0Not5topMe.ctf click on Register then on I Agree followed 

by click on Board Administration
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◎ Hovering over “Board Administrator” reveales a new hidden page 

“G4M35.ctf”



Information Security Confidential - Partner Use Only

Walkthrough

18

◎ Add G4M35.ctf to /etc/hosts

◎ Open http://G4M35.ctf in a browser and use “Inspect Element” tool

Select the Debugger tab. Found another link H3x6L64m3. 

Use dirb for further enumeration

http://g4m35/
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◎ Access http:// G4M35.ctf/H3x6L64m3/textures/skybox/dawnclouds/nz.jpg

◎ The picture reveals an octal code. Decode the octal code and get another 

flag
Flag > FL46_5:09k87h6g4e25gh44wa1rybyfi898hncdt
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• Vulnhub website

https://www.vulnhub.com

• Vulnerable VM download 

https://download.vulnhub.com/d0not5top/D0Not5top_3mrgnc3_v1.2.ova

• Leet

https://en.wikipedia.org/wiki/Leet

• LeetSpeak to English convertor

https://github.com/floft/leetspeak

• Brainfuck decoder

https://www.splitbrain.org/services/ook


