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About Vulnhub

 To provide materials that allows anyone to gain practical 'hands-on'

experience in digital security, computer software & network
administration

N o

VULNHUB

VUOULNERABLE BY DESIGN
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Target VM

» Target VM: DONot5top

» Download the ova file
https://download.vulnhub.com/dOnot5top/DONot5top_3mrgnc3_v1.2.ova

» Import the ova file into your favorite hypervisor
Kﬂ DONot5top_3mrgnc3_v1.2.ova
» Attach a DHCP enable vmnet to the machine and run it

» Objective
Find the flags
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Test Setup

O Testing environment

Linux Kali (attacker) >>> Firewall >>> DONot5top (target vm)
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Walkthrough

O From the attacker machine run the following command to find out Target
VMs IP address:
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Walkthrough

© Use dirb tool to scan the web application
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Walkthrough

O Explore http://192.168.254.139/control/ using curl

control

Trying 192 5254513 :
Connected to 192.168.254.139 (192.168.254.139) port 80 (#0)
3 HIPTP /1.1
8.254.139

d-top" role="navigation">
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http://192.168.254.139/control/

Walkthrough

O Explore http://192.168.254.139/control/js/ using curl

: # Jcurl —-iv http://192.168.254.139/control/js/
TEying 192 :168 <254 139% & &

Connected: to 192 .168.254.139 (192.168.254.139) port: 80 (H#0)
> GET /control/js/ HTTP/1.1
> Host: 192.168.254.139

© Found a Readme file (README.MadBro)

DOCTYPE HTML PUB "-//W3C//DTD HTML 3.2 Fina
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Walkthrough

© Using curl to access http://192.168.254.139/control/js§README.MadBro
reveals another flag encoded in binary

Encoded Flag >

FL101110 10:1111010111011r10101
0g10svdfsxk1001i111ry100f10srtr110
0010h10

Decoded Flag >
FL46 2:30931r42q2svdfsxk9il13ry4f2
srtrog8h2
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Walkthrough

© Verify open TCP port 25

© Found a HexCode which can be converted to ASCII

HexCode => 46 4c 34 36 5f 33 3a 32 396472796 63637756 8656874 327231646434
717070756 5793437 347 3767879610a

O After converting the code (using rax2), another flag is revealed
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Walkthrough

O The following page has a message written in leet
(https://en.wikipedia.org/wiki/Leet )

Encoded Message => M4K3
5UR3 2 S3TUP YOUR
/3TC/HO5T5 N3XT T1M3
LOO53R... 1T'5
DONot5topMe.ctf 11!

> Decoded Message =>
make sure are setup your etc
hosts next time looser its
DONot5topMe.ctf
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Walkthrough

© Add the host “DONot5topMe.ctf “ to /etc/hosts

# Bowt s
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Walkthrough

O Explore the webpage source code and look for hidden html pages

<div class="panel">
<div class="inner">
<fieldset class="submit-buttons">

<input

© Open the hidden webpage and looks like Brainfuck encoded data

<1nput type—"submt" name="agreed" id="agreed" value="I agree to these terms" class="buttonl" />&nbsp;

ty|

<input type:“hldden" name="FLaR6yF1nD3erhtm1" value="" />

rm

s" class="button2" />

<€ ) (0 dOnotStopme.ctf/FLaRE

yF1InD3rZ_html I

Bl Offensive

Security “e Kali Linux “e Kali Docs @ Kali Tools EBExploit-DB W

S+
[->++
[->++

++[->

I>+++
I>+++
<]>++
+<]>+

.+ < > ---<] >o--- oo z
++.<+ +++++ [->-- -2 I>--- - -+
+.<t+ 4+ [->-- ----- <€l - —eem oo

+H+++ <+ [ -> e I L <+
<t -+ o>+ A <]+ L+ <t

<++++ +++[- ++++ +++<] >++++ +++++ R
+H[-> ----- -- <]> +.+. ----- -
+H<]> L .-.- L L, A, <

mmamm mmm o< A o> <]

R i o o o o e e b
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Walkthrough

O Decoding the data (https://www.splitbrain.org/services/ook) reveals
another flag

€ ) i @ https://www splitbrain.org/services/ook
M Offensive Security N Kall Linux " Kall Docs & Kall Tools KRExploit DB WsAfrcrack ng @ Kall Forums @ NetHunter 5 Mo

eleetronia brarn <ursmcy s:nze 200 i

L= We b

Brainfuck/Ook! Obfuscation/Encoding
This tool can run programs written in the w Brainfuck and Ook! programming
languages and display the output.

0 Q @ It can also take a plain toxt and obfuscate it as source code of a simple program of
the above languages

all the hard work (like actually understanding how those languages work) was donc
by Daniel Lorch and his Brainfuck interpreter in PHP

1
I FlLAG_4:n02bu] rxssedshe0B4endch) S72Nausug I

Text to short Ook! Ook! 1o Text

L Lo Brainfuck Brainfuck to Text
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https://www.splitbrain.org/services/ook

Walkthrough

O Access http:// DONot5topMe.ctf click on Register then on | Agree followed

by click on Board Administration

©) | dOnotStopme.ctf/ucp.php?mode=reqister&sid=7e23dc7cccfec 1346001 16ce036992d8
ffensive Security \ Kali Linux S\ Kall Docs @ Kali Tools KBExploit-DB W Aircrack-ng @ Ke

@@@@g MegustaGameo

SRt o

= ouckinks © Faa

# Board Index

MegustaGameo - Registration

Username:
Length must be betwesn 3
characters and 20 characters

Email address:
Password:

Must be between § characters
and 100 characters

Contirm password:

Language: Beifish Engish |

My timezone: [urcoqoo osSszow 1128 _I
Mam -l

CONFIRMATION OF REGISTRATION

To prevent aulomaled cegiciralions 1he poard requires you to enter a confirm:

Board Administrator.
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Walkthrough

© Hovering over “Board Administrator” reveales a new hidden page

“G4M35.ctf”
. please contact lrl Board Administrator
Confirmation code: g \“ =

Enter thy

# Board index

I‘nailto:Mequsta@G4M35Actf I
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Walkthrough

O Add G4M35.ctf to /etc/hosts

© Open http://GAM35.ctf in a browser and use “Inspect Element” tool

Select the Debugger tab. Found another link H3x6L64m3.
Use dirb for further enumeration
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http://g4m35/

Walkthrough

O Access http Il GAM35. ctf/H3x6L64m3/textures/skybox/dawnclouds/nz ipg

| g4m35.ctf [ 1

isive Security " Kali Linux S\ Kali Docs @ Kali Tools EBExploit-DB WaAircrack-ng @ Kali Forums @ NetHunter [E5Most Visited v il Offensive Security

© The picture reveals an octal code. Decode the octal code and get another

flag
Flag > FL46_5:09k87h6g4e25gh44walrybyfi898hncdt
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References

* Vulnhub website
https://www.vulnhub.com

* Vulnerable VM download
https://download.vulnhub.com/dOnot5top/DONot5top_3mrgnc3_vl1.2.ova

* Leet
https://en.wikipedia.org/wiki/Leet

* LeetSpeak to English convertor
https://github.com/floft/leetspeak

» Brainfuck decoder
https://www.splitbrain.org/services/ook
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