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◎User-mode and Kernel-mode 

• In user-mode, an application starts a user-mode process which comes with its own 

private virtual address space and handle table

• In kernel mode, applications share virtual address space.

◎ Relationship of application components for user-mode and kernel-mode. 
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◎Lab components

▲ Vmware workstation 12 pro

▲ Two virtual machines: Windows 10 64bit 

(one will be the Debugger and one will be the Debugee)

▲WinDbg (https://developer.microsoft.com/en-us/windows/downloads/windows-10-sdk)
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◎ Debugger is the machine form where we will be watching the Debugee

◎ Download WinSDK and install WinDbg (https://developer.microsoft.com/en-

us/windows/downloads/windows-10-sdk)
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◎ Adding the Debbuging Symbols (https://en.wikipedia.org/wiki/Symbol_(programming))

Assign a new variable called _NT_SYMBOL_PATH

https://en.wikipedia.org/wiki/Symbol_(programming))
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◎ Adding one more option in a boot menu using bcdedit

▲ Copy the current settings into a new entry called “ForDebug”

▲ Enable debugging on the created entry  “ForDebug”

▲ Verify the debugging interface settings 
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◎ Debugger and Debugge will be communicating via Serial Port COM1, that will be 

emulated in the host system by a Named Pipe (https://en.wikipedia.org/wiki/Named_pipe)

◎ Debugger and the debuggee need to have the same pipe name set

◎ Debugger will be creating the pipe, while the Debuggee will be connecting to the 

existing one (Debugger needs to run first)

▲ Debugger config

https://en.wikipedia.org/wiki/Named_pipe
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◎ Testing the connection

▲ File -> Kernel Debug  Choosing debugging interface    

▲ Debugee connects back to the Debugger 
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◎ Testing the connection

▲ Interrupting the Debugee, clicking Debug -> Break

▲ kd prompt shows -> Debugger is in control of the Debugee
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◎ Examine EPROCESS Structure (https://docs.microsoft.com/en-us/windows-

hardware/drivers/kernel/eprocess)
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◎ List all processes

◎ Show process full details (wordpad.exe)



Information Security Confidential - Partner Use Only

References

14

• InfoSec

http://resources.infosecinstitute.com/windows-architecture-and-userkernel-mode/#gref

• Wikipedia

https://en.wikipedia.org/wiki/Architecture_of_Windows_NT

• WinDbg

http://www.windbg.org/


