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About PyREBoOX

© PyREBox is a Python scriptable Reverse Engineering sandbox. It is based on QEMU,

and its goal is to aid reverse engineering by providing dynamic analysis and debugging
capabilities from a different perspective. PyREBox allows to inspect a running QEMU VM,
modify its memory or registers, and to instrument its execution, by creating simple scripts

in python to automate any kind of analysis.
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Building PyREBoOX

O Testing environment

Host OS:Ubuntu 16.04
Guest OS: Windows 7 32 and 64Bit

© Installing dependencies for Debia
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n based distributions

pkg-conf1q 11bglib2,0-dev binutils-dev Iibhoost-all-dev autoconf Libtool libssl-dev Libpixman-1

© Required python packages

ipython>=5,<6 sphinx sphinx-autobuild prettytable pefile capstone distorm3 pycrypto pytz

1nstall -r requirements.txt
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Building PyREBoOX

O Create a virtual envwonment for PyREBox

root@a 'Dl—VllfUil -machine
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Usage
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Usage

O Start the PyREBox shell
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Usage

O List commands

Information Security Confidential - Partner Use Only flSEc
nformation sccurity inc.



Usage

© Examine a process
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FAQ

O If getting the following error

(pyrebos:

To resolve it > Install capstone with apt

(pyrebox venv) root@adminl-virtual-machine:~/pyrebox# apt-get install python-capstone
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References

* Github
* https://github.com/Cisco-Talos/pyrebox
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