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About Vulnhub

* To provide materials that allows anyone to gain practical 'hands-
on' experience in digital security, computer software & network
administration

N o

VULNHUB

VULNERABLE BY DESIGN
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Target VM

« Target VM: 6Days

* Download the ova file
https://download.vulnhub.com/6daylab/6Days_Lab-v1.0.1.ova

* Import the ova file into your favorite hypervisor
Kﬂ 6Days_Lab-v1.0.1.0va

» Attach a DHCP enable vmnet to the machine and run it

» Objective
Find the flag
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Test Setup

O Testing environment

Linux Kali (attacker) >>> Firewall >>> DonkeyDocker (target vm)
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Walkthrough

O From the attacker machine run the following command to find out Target
VMs IP address:

Currently

4 Captured ARP Req/Rep ¢

« Two ports are open: Port 22 — Used for SSH; Port 80 (used for: webserver)
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Walkthrough

O Use dirb tool to scan the web application

7 © Information Security Inc. All Rights Reserved. lSEC
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Walkthrough

O Explore target machine’s port 80 with a browser

< C  ® 192.168.254.137
Rashomon Intrusion Prevention System

Become immune to every attack!

Today we're announcing our brand new product, Rashomon IPS!
It's capable of blocking any sophisticated cyber attack which can harm your precious customers. (you don't want THAT to happen, do you?)

(This guy is coming after your website!)

Don't waste your time and money by hiring pentesters and doing real security audits.
This is the best way to secure your organization and you can completely rely on it, and only it!

IT'S SO SECURE WE EVEN USE IT ON OUR WEBSITE.
So be quick and get a %135 discount on our newest product using the promocode NONEEDFORPENTEST. (discount will be available until yesterday)

Apply your promo code here: Apply Promo |
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Walkthrough

O Explore webpage source

>Rashomon IPS - Main Page</title>

~ <body>
<h2>Rashomon Intrusion Prevention System</h2>
<h3>Become immune to every attack!</h3>
Today we're announcing our brand new product, Rashomon IPS!
<br>
It's capable of blocking any
<b>sophisticated cyber attack</b>
which
<u>can harm your precious customers.</u>
(you don't want THAT to happen, do you?)

(This guy is coming after your website!)

<br>

<br>

Don't waste your time and money by hiring
<font color="#ffeecc">pentesters</font>

and doing real security audits.

<br>

This is the best way to secure your organization and you can completely rely on it, and only it!
<br>

<br>

IT'S SO SECURE WE EVEN USE IT ON OUR WEBSITE.
<br>

<br>

So be quick and get a

<u>%15 discount</u>

on our newest product using the promocode
<b>NONEEDFORPENTEST</b>

. (discount will be available until yesterday)
<br>

<br>

Apply your promo code here:

. <input name="promocode" type="text">
©
<input value="Apply Promo” type="submit">
</form>
</body>
</html>
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Walkthrough

© Image src attribute vulnerable to LFI

Yany ny/

¢img src="http://192.168.254.137/image. php?src=httpsk3ak2fh2fd.bp. blog.k2f8kuCpTOpRWUAdp2pAGpeghdnOux jwHNYQCL cBh2f s1600%2fphoto. ipg"»
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Walkthrough

© Read checkpromo.php

[

A The GET-parameter promocode is just concatenated to the SQL query, a
SQLi
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Walkthrough

O Exploit SQLI

8.254.137/checkpromo.php?promocode="' or 8=8

© WAF on port 80 blocks the request; check 127.0.0.1:8080 on the target
WAF forwards the request via the local loopback to 8080
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Walkthrough

© Use SQLI with LFI to access the database
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Walkthrough

© Obtain a reverse shell
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Walkthrough

©) Check Ubuntu version

/etc/*release*
ID=Ubuntu

STRIB_CC ecise
DISTRIB DESCRIPTION="Ubuntu 12.04.5 LTS"
NAME="Ubuntu"

\="12.04.5 LTS, Precise Pangolin"
ID=ubuntu
ID LIKE=debian
PRETTY LﬂE*"Ubuntu pre
VERSTON ID="12.
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Walkthrough
O Use the exploit to get root

Information Security Confidential - Partner Use Only

SEC

nformation sccurity inc.



17

Walkthrough

© Mission complete
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References

* Vulnhub website
https://www.vulnhub.com

* Vulnerable VM download
https://download.vulnhub.com/6daylab/6Days _Lab-v1.0.1.ova

* Owasp
https://www.owasp.org/index.php/Testing_for_Local_File_Inclusion
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