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• To provide materials that allows anyone to gain practical 'hands-on' 

experience in digital security, computer software & network 

administration
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• Target VM: DonkeyDocker

• Download the zip file and extract it 
https://zer0-day.pw/public/DonkeyDocker_v1.0.zip

• Import  the ovf file into your favorite hypervisor

• Attach a DHCP enable vmnet to the machine and run it

• Objective

Find the hidden flags

https://zer0-day.pw/public/DonkeyDocker_v1.0.zip
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◎Testing environment

Linux Kali (attacker) >>> Firewall >>> DonkeyDocker (target vm)



Information Security Confidential - Partner Use Only

Walkthrough

6

◎From the attacker machine run the following command to find out 

Target VMs IP address:

◎Scan the target machine IP (192.168.254.136)

• Two ports are open: Port 22 – Used for SSH; Port 80 (used for: webserver)
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◎Explore target machine’s port 80 with a browser

.
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◎ Use dirb tool to scan the web application
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◎ Check Mailer version

◎ Version is 5.2.16; check an exploit for this version on www.exploit-

db.com
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◎ Use the exploit found to obtain a reverse shell

▲ Modify the exploit to fit the current environment 
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◎ Use the exploit found to obtain a reverse shell

▲ Download the required dependency to run the script
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◎ Use the exploit found to obtain a reverse shell

▲ Run nc

▲ Execute the script 

▲ Access backdoor.php in a browser and obtain the reverse shell 
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◎ Use the exploit found to obtain a reverse shell

▲ Get the extended shell

◎ Find the hidden flag
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◎ Find the second hidden flag

▲ Move to the .ssh directory and find the private key
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◎ Find the second hidden flag

▲ After saving it to a .txt file, use the found private key to login 
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◎ Find the second hidden flag

▲ Get the second hidden flag
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• Vulnhub website

https://www.vulnhub.com

• Vulnerable VM download 

https://zer0-day.pw/public/DonkeyDocker_v1.0.zip


