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About Vulnhub

 To provide materials that allows anyone to gain practical 'hands-on'
experience in digital security, computer software & network
administration

N o

VULNHUB

VULNERABLE BY DESIGN
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Target VM

 Target VM: DonkeyDocker

» Download the zip file and extract it
https://zer0-day.pw/public/DonkeyDocker_v1.0.zip

* Import the ovf file into your favorite hypervisor
¥ DonkeyDocker.ovf

» Attach a DHCP enable vmnet to the machine and run it

» Objective
Find the hidden flags
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https://zer0-day.pw/public/DonkeyDocker_v1.0.zip

Test Setup

O Testing environment

Linux Kali (attacker) >>> Firewall >>> DonkeyDocker (target vm)
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Walkthrough

O From the attacker machine run the following command to find out
Target VMs IP address:

Scanpy

« Two ports are open: Port 22 — Used for SSH; Port 80 (used for: webserver)
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Walkthrough

O Explore target machine’s port 80 with a browser

192.168.254.136 B ¢ Qgx

A= @ Firefox £EWIEES @ How to interpret IPvd . @) http://192.168.10.12/5... 2 osx - Mac changes IP t...

Donkey Docker |ms & About A Contact

Welcome

This is my first boot2root - CTF VM. | hope you enjoy it. if you run into any
issue you can find me on Twitter: dhn or feel free to write me a mail to:
dhn@zerO-day.pw - GPG key: @x2641123c - GPG fingerprint:
4E3444A11BB780F84B58E8ABA8DD99472641123C

Looking forward to the write-ups!

Happy Hunting

 Level i% Thanks
1 think the level of this boot2root challange is Special thanks to Tnternaut for the awesome
hard or intermediate. CTF VM name!
. @ Try harder! & Feedback
If you are confused or frustrated don't forget This is my first boot2root - CTF VM, please
that er ion is the key! give me on how to improve!
Information Security Confidential - Partner Use Only iSEc
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Walkthrough

© Use dirb tool to scan the web application
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Walkthrough

O Check Mailer version

€ ® I192.168.254.136/mai|erNERSION
SKEBR-Y @ Firefox EEWHEZ> @ Hc

5216|

O Version is 5.2.16; check an exploit for this version on www.exploit-

db.com

mailer 5.2.16 exploit-db & Q
TAT s ERa -4 R bodRs Wi Wl
W214 (036%)

PHPMailer < 5.2.18 - Remote Code Execution (Bash) - Exploit DB

v CON—TEIRT

2016/12/26 - #Y/binvbash # CVE-2016-10033 exploit by opsxcq # https://github.com/opsxca/exploit
CVE 2016-10033 echo T+] CVE-2016-10033 explolt by opsxcq' If [ -z "$1° ] then echo [-] Please Inform
an host as parameter’ exit-1 11

PHPMailer < 5. 2 20 - Remote Code Execution - Exploit DB

v CON—TERT

2016/12/27 - PHPMailer < 6.2.20 - Remote Code Execution. GVE-2016-10033,CVE-2016-10045.
Webapps exploit for PHP platform.

PHPMailer < 5.2.20 with Exim MTA - Remote Code ... - Exploit DB
hitps://www.exploit-db.com/exploits/42221/ v T\~ EIRT

17101 here: hitps://r
ree_phpmailer_exim.py # # All credits ... double quotes lechnique associsted with the -0Q -X cptions to
log mailer traffic and to create # the backdoor.

PHPMailer < 5.2.18 - Remote Code E:(ecuﬂon (Pylhon) Exploit DB
hitps://www.exploit-db.com/exploits/40974/ v = D/
2016/12/29 - Exploit Title: PHPMaller Explolt v1.0 # Date: 29/12/20!6 # Exploit Author: Danlel aka
anarcOder # Version: PHPMaller < 5.2.18 # Tested on: Arch Linux # CVE : CVE 2016-10033
Description: Exploiting PHPMail with back

Information Security Confidential - Partner Use Only

£08-1D:
CVE CVE-2016-10033  Type: Webapps

E-DB Verified: ()

PHPMailer < 5.2.18 - Remote Code Execution (Python)

Author: anarcher Published:

Platform: PP

Exploit: § Download /T View Raw  Vulnerable App: (7]

Elelt Title: Pmiler Explatt 1.0
* Date: 29/12/
# Exploit choes puila) sk arcobar
# Version: PHPMailer < 5.2.18

# Tested on: Arch Linux

8 CVE ; CVE 2016-10933

Descr:
Expl

{on;
ting PHPMail with back connection (revarse shell) from the target

usage:
1 - Download docker wulnerable enviroment at: https://gLthub.com/opsxcq/exploit-CVE-2016-10033
2 - Config your 1P for reverse shell on payload variable

4 - Open nc listener in one terninal: $ nc -1nvp <your 1p:

3 - Open otner tersinal and run the exploft: pythond anarcoder.py

Video POC: NLEps://wiwl. youtuDe. com/ watch?v=DXeZxKr-asy

Eull Advisory:
nteps://1egalhackers. con/advisories/PHPHailer- Exploit-Renote-Code- Exec-CVE-2016-10033-Vuln. el
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Walkthrough

© Use the exploit found to obtain a reverse shell

A Modify the exploit to fit the current environment
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Walkthrough

© Use the exploit found to obtain a reverse shell

A Download the required dependency to run the script

#
Traceback (most rec
"

File "Exploit.py",
from r a¥a

ImportError
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Walkthrough

© Use the exploit found to obtain a reverse shell

A Runnc
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Walkthrough

© Use the exploit found to obtain a reverse shell

A Get the extended shell
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Walkthrough

© Find the second hidden flag

A Move to the .ssh directory and find the private key
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Walkthrough

© Find the second hidden flag

A After saving it to a .txt file, use the found private key to login
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Walkthrough

© Find the second hidden flag

A Get the second hidden flag

ldonkeydocker:~$
total 24
r—x 3 orwe orwell

> O

.ash
.ash history

N

1
:34 flag.txt

2
22
26
25
2

N
N

don
You

Here a flag for your effort: flag01l{e2057 3d6733721071c2ade95¢
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References

* Vulnhub website
https://www.vulnhub.com

* Vulnerable VM download

https://zerO-day.pw/public/DonkeyDocker_v1.0.zip
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