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• Empire is a pure PowerShell post-exploitation agent built on 

cryptologically-secure communications and a flexible architecture. 

Empire implements the ability to run PowerShell agents without 

needing powershell.exe  
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• Empire is a Powershell RAT hence PowerShell has to run

• powershell.exe can be blocked (example: AppLocker)
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• Make an executable binary different than powershell.exe

◎ Download PowerPick (https://github.com/PowerShellEmpire/PowerTools) and open up 

the project in Visual Studio
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• Make a binary (ImportantSoftware.exe)

◎ Change object properties: select from the menu => project -> SharpPick Properties

◎ Change Output Type to Windows Application (to run in the background )
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• Make a binary (ImportantSoftware.exe)

◎ Change Assembly information
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• Make a binary (ImportantSoftware.exe)

◎ Change( the code in Program.cs to the attached Program.cs (replace the stager variable with the Base64 

encoded Empire launcher

▲ Program flow 

◎ the string “stager” contains only the 

base64 encoded Empire launcher

information 

◎ It will get decoded and

passed to RunPS() which

sends the PowerShell command to

System.Management.Automation
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• Make a binary (ImportantSoftware.exe)
◎ Build the solution  => Build -> Build Solution

◎ Created Binary location 

◎ Run the binary

◎ Agent connection establishes
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Solution: Empire without PowerShell (.dll)
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• Make a DLL and run it with rundll32.exe
◎ Change object properties: select from the menu => project -> SharpPick Properties

◎ Change Output Type to Class Library
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• Make a DLL and run it with rundll32.exe
◎ Install the nuget package manager for Visual Studio 

◎ Install UnmanagedExports dependency
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• Make a DLL and run it with rundll32.exe
◎ Replace Program.cs the following code
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• Make a DLL and run it with rundll32.exe
◎ Build the solution  => Build -> Build Solution

◎ Created DLL location 
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Solution: Empire without PowerShell (.dll)
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• Make a DLL and run it with rundll32.exe
◎ Run the DLL

◎ Above command will return a new agent to the Empire C2
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• SharpPick codebase by @sixdub

• DotNetToJS by James Foreshaw (@tiraniddo)

• AllTheThings by Casey Smith (@subtee)

• Powershell Empire website; github

https://www.powershellempire.com/

https://github.com/powershellempire/empire

• NuGet packet manager

https://docs.microsoft.com/en-us/nuget/tools/package-manager-console

https://github.com/PowerShellEmpire/PowerTools
https://twitter.com/sixdub
https://github.com/tyranid/DotNetToJScript
https://twitter.com/tiraniddo?lang=en
https://github.com/subTee/AllTheThings
https://twitter.com/subTee
https://github.com/powershellempire/empire
https://docs.microsoft.com/en-us/nuget/tools/package-manager-console

