
Information Security Inc.

Impfuzzy



Information Security Confidential - Partner Use Only

Contents

2

• About impfuzzy

• About Volatility Framework

• Impfuzzy for Volatility

• References



Information Security Confidential - Partner Use Only

About impfuzzy

3

• impfuzzy is Fuzzy Hash (fuzzy hash function: the hash value for 

modified codes is close to that of the original codes) calculated 

from import API of the PE files

• impfuzzy uses “impfuzzy” method which compares the similarities 

of Windows executable files based on hash values generated from 

Import API

• Imports API  and the PE file 
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• The Volatility Framework is a completely open collection of tools, 

implemented in Python, for the extraction of digital artifacts from 

volatile memory (RAM) samples
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• Linux (Ubuntu 16.04.3 LTS)

• Memory sample (Dark Comet) 
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• Volatility plugin for comparing the impfuzzy and imphash.

This plugin can be used to scan malware in memory image

• Install Volatility 
◎ Install requirements (distorm3)

◎ Download volatility  and run it 
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Impfuzzy for Volatility
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• Download impfuzzy (https://github.com/JPCERTCC/aa-tools/) 

• Install requirements (pefile and ssdeep) 
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• Install pyimpfuzz
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Impfuzzy for Volatility

9

• Use impfuzzy plugin with Volatility
◎ Move impfuzzy.py to volatility /plugin folder

◎ Use the plugin with Dark Comet image
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• Github

https://github.com/JPCERTCC/aa-tools/blob/master/impfuzzy/README.md

• Volatility

http://www.volatilityfoundation.org/

• DarkComet

https://en.wikipedia.org/wiki/DarkComet

https://github.com/JPCERTCC/aa-tools/blob/master/impfuzzy/README.md
http://www.volatilityfoundation.org/

