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• Cuckoo is an open source automated malware analysis system.

• It's used to automatically run and analyze files and collect 

comprehensive analysis results that outline what the malware does 

while running inside an isolated Windows operating system
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• Host machine: Ubuntu Desktop 16.04.3 LTS 

• Virtual environment: VirtualBox (5.1)
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• Install VirtualBox

◎ Setup apt repository

◎ Setup Oracle public key

◎ Install Oracle VirtualBox
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• Install Python, MongoDB (to use Django-based web interface)

• Install ElasticSearch

• Install SQLAlchemy and Python BSOn
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• Install optional dependencies

• For faster generation of PDF reports install wkhtmltopdf

• If Pip is not installed, install Pip

• Install Cybox and Maec
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• Install YARA

• Compile YARA with Cuckoo module

• Run the test cases to make sure everything is fine 
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• Install pydeep

• Install tcpdump (installed by default in Ubuntu)

• Tcpdump requires root privileges, but since Cuckoo does not need to run as root  set 

specific Linux capabilities to the binary
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• Optional: Install Volatility
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• Optional: Create a new user

• If using VirtualBox add the new user to the vboxusers group

• Install Cuckoo 
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• Run Cuckoo
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• Create and Configure Guest VM (VirtualBox) 

◎ Install Guest OS (Windows10 x64)

◎ Configure host-only network



Information Security Confidential - Partner Use Only

Cuckoo Installation (Guest OS)

14

• To make Cuckoo run properly in the virtualized Windows system,  install some required 

software and libraries

◎ Install Python (https://www.python.org/ftp/python/2.7.13/python-2.7.13.msi)

◎ Install Python Image libray (http://www.pythonware.com/products/pil/)

◎ Turn off windows firewall and automatic updates

◎ Install the agent

◎ Run the Agent

http://www.pythonware.com/products/pil/
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◎Saving the virtual machine

◎ Power off the machine and restore it

◎ Edit virtualbox.conf
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◎ Edit cuckoo.conf and configure guest vm IP as needed

◎ Edit reporting.conf and enable elastic search (enables Web Interface serach feature)
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• Web interface in the form of a Django application (can use Django web interface or use 

an webserver such as nginx)

• Enable MongoDB

• Starting the Web Interface
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• Run Cuckoo

• Submit a file from Django Web Interface (can use Django web interface or use an 

webserver such as nginx)
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• Analysis complete 
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• Analysis log  path 
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• Cuckoo website 

https://cuckoosandbox.org

• GitHub

https://github.com/cuckoosandbox/cuckoo


