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What is Cuckoo?

» Cuckoo is an open source automated malware analysis system.

* It's used to automatically run and analyze files and collect
comprehensive analysis results that outline what the malware does
while running inside an isolated Windows operating system

CUCKQOO
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Cuckoo Testing Environment

* Host machine: Ubuntu Desktop 16.04.3 LTS
* Virtual environment: VirtualBox (5.1)
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Cuckoo Installation

 Install VirtualBox

© Setup apt rep05|tory

X/deblan Xenial contrib

ddmlnl@ddminl—virtual—machine:/etc/a?.ﬁ

apt—-get install rtualbox—=5.1
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Cuckoo Installation

« Install Python, MongoDB (to use Django-based web interface)

* Install SQLAIchemy and Python BSOn

sudo apt-get install python-sglalchemy python-bson
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Cuckoo Installation

« Install optional dependencies

sudo apt-get install python-dpkt python-jinja2 python-magic python-pymongo python-libvirt python-b
‘ I-dev clamav i latabase mono-utils

* Install Cybox and Maec
sudo pip install cybox==2.1.0.9

sudo pip install maec==4.1.0.11
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Cuckoo Installation

 Install YARA

-a/archive/v3.6.3.tar.gz

- install automake libtool make gcc

sudo make install
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Cuckoo Installation

* Install pydeep

* Install tcpdump (installed by default in Ubuntu)
» Tcpdump requires root privileges, but since Cuckoo does not need to run as root set
specific Linux capabilities to the binary

r/sbin/tcpdump
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Cuckoo Installation

« Optional: Install Volatility

AL L Z
git clone htt
volatilit y/
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Cuckoo Installation

» Optional: Create a new user

adminl@adminl-virtu
dding user ° g
dding n 3
ing new user
ating ho lirec
ying files from

al-machine:~$ |sudo adduser cuckoo

“cuckoo'!

cuckoo
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Cuckoo Installation

* Run Cuckoo

onfigur

ycation for youtr
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Cuckoo Installation (Guest OS)

 Create and Configure Guest VM (VirtualBox)

O Install Guest OS (Windows10 x64)

New Settings Start

S|
L10{ (@)
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Cuckoo Installation (Guest OS)

» To make Cuckoo run properly in the virtualized Windows system, install some required
software and libraries

© Install Python (https://www.python.org/ftp/python/2.7.13/python-2.7.13.msi)

© Install Python Image libray (http://www.pythonware.com/products/pil/)

© Turn off windows firewall and automatic updates

© Install the agent

v) adminl@ 1-v

¥lserCki¥Dounl oads> dir

(l¥Down | oads

Length Name

© Run the Agent
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Cuckoo Installation (Guest OS)

© Saving the virtual machine

© Edit virtualbox.conf
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Cuckoo Installation (Guest OS)

© Edit cuckoo.conf and configure guest vm IP as needed

fual-machine:-~

tual-machine:~/.cuckoo/conf$

adminl@admi
inl/.
adminl@ad
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Cuckoo: Web iInterface

* Web interface in the form of a Django application (can use Django web interface or use
an webserver such as nginx)
« Enable MongoDB

« Starting the Web Interface

ir T
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Cuckoo: Web interface and submitting files

* Run Cuckoo

« Submit a file from Django Web Interface (can use Django web interface or use an
webserver such as nginx)

iZ Recent % Pending Q Search Submit | | Import
: o= =0 —

m @ ® ZEPTO.bin 170.0KiE ©

3 ZEPTOBIN
Low HIGH
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Cuckoo: Web interface and submitting files

* Analysis complete

£ Signatures
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Cuckoo: Web interface and submitting files

* Analysis log path

10 inl-virtual

idminl
adminl
adminl a
nl a
30dd06c
1dminl
adminl

dminl

1dminl
adminl
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References

* Cuckoo website
https://cuckoosandbox.org

* GitHub
https://github.com/cuckoosandbox/cuckoo
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