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What is Ransomware?

« Ransomware is a type of malicious software from cryptovirology
that threatens to publish the victim's data or perpetually block
access to it unless a ransom is paid

« Ransomware is malicious code that is used by cybercriminals to
launch data kidnapping and lockscreen attacks

» The motive for ransomware attacks is monetary
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Rise of Ransomware

THE RISE OF RANSOMWARE KERANGER
- First targeting OS X®
\x/ * 30 active malware families Deuvtguct(:
TORRENTLOCKER Microsoft® Word
CTB-LOCKER documents

Uses Tor for

command-and-control

SIMPLOCKER

Targeting Android™ devices

REVETON
Appears to be
a fine from law
enforcement

GPCODER
The return of
file-encrypting
malware

PCLOCK
Copycat ransomware,
pretending to be

CryptolLocker
TESLACRYPT
Anonymous online Goes after online
payments with Bitcoin gaming save files
WiLOCK CRYPTOWALL
SVEIAENS First demanding
remium SMS e
P Bitcoin for payment
AIDS MALWARE ANDROIDDEFENDER
First known Fake antivirus + LockScreen
ransomware
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Ransomware Testing Environment

* Victim machine: Windows 7 Ultimate SP1 x64

* Ransomware: Zepto ransomware (https://www.tripwire.com/state-
of-security/latest-security-news/the-newest-online-threat-zepto-
ransomware/)
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WebRoot Secure anywhere

+ Information link: https://www.webroot.com/jp/ja/lhome/products/av

* How does WebRoot Security Anywhere work?

© WebRoot Security Anywhere identifies the ransomware file (from database) and blocks

it in real time before creating a process

WRSAexe 7564 Bk CreateFile TUsers'\Zone \Documents \ZEP 10 exe
WRSA exe 2564 DuOuecyStmdadenaionHe C:\Users\Zone\Documents\ZEPTO exe
2564 BACloseFile C:\Users\Zone\Documents\ZEPTO exe
(% \nganData\WRDaa\d;m db

@WRSAexe
stgﬁm Event | Process | Stack
.Exe
@WWRSA exe Date: 8/10/2017 10:27:53.4699981 AM
@WRSAexe :
@WRSAexe Thread: 2136
@WRSAexe Class: File System
(®WRSA exe Operation: CreateFile
U:Vvsgﬁ-m Result: NAME NOT FOUND
.Exe
@WRSAexe Path: | c:\ProgramData\WRData\db232.db |
(W WRSA exe Duration: 0.0001573
@WRSAexe
@ WRSAexe Desired Access: Read Attributes
(@WWRSAexe Disposition: Open
@ WRSA.exe Options: Open For Backup, Open Reparse Point
@ WRSA exe Attributes: n
Fnnns ShareMode:
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WebRoot Secure anywhere

+ Information link: https://www.webroot.com/jp/ja/lhome/products/av
* How does WebRoot Security Anywhere work?

O After blocking the ransomware WebRoot Security Anywhere writes the result to the log
file

* [FRGaglegh Ntepad B
File Edit Format View Help
Infection detected: c:\users\zone\documents\zepto.exe [SHA256: 433787C491E8B3534C1B47 4
File blocked in realtime: c:\users\zone\documents\zepto.exe [UniqueID: C4873743, MD5:

File blocked in realtime: c:\users\zone\documents\zepto.exe [UniqueID: C4873743, MD5:—
File blocked 1n realtime: c:\users\zone\documents\zepto. exe |[UniqueID: C4873743, MDS:‘_|

¢ | ] | b

Rexe  JU4 BRCreaterie = —
WWRSAee 2564 BhCreatefie Operatin:

JWRSAere 2564 B\QuenyStandardifomatonfie | | Resut: St
WWRSAexe 2564 ZhWiteFie Path: ( C:\ProgramData\WRData\WRLog.Jog

EEEEEEE@EE@EEE
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