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What is Ransomware?

« Ransomware is a type of malicious software from cryptovirology
that threatens to publish the victim's data or perpetually block
access to it unless a ransom is paid

« Ransomware is malicious code that is used by cybercriminals to
launch data kidnapping and lockscreen attacks

» The motive for ransomware attacks is monetary
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Rise of Ransomware

THE RISE OF RANSOMWARE KERANGER
First targeting OS X*®

™ 30 active malware families _LOCKY
TORRENTLOCKER o ekvared via

Microsoft® Word

CTB-LOCKER documents

Uses Tor for
command-and-control

SIMPLOCKER
Targeting Android™ devices

REVETON
Appears to be
a fine from law
enforcement

GPCODER
The return of
file-encrypting
malware

PCLOCK
Copycat ransomware,
pretending to be

CryptolLocker
TESLACRYPT
Anonymous online Goes after online
payments with Bitcoin gaming save files
WiLOCK CRYPTOWALL
SVBIASNIS First demanding
remium SMS e
p Bitcoin for payment
AIDS MALWARE ANDROIDDEFENDER
First known Fake antivirus + LockScreen
ransomware
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Ransomware Testing Envinronment

* Victim machine: Windows 7 Ultimate SP1 x64

* Ransomware: Zepto ransomware (https://www.tripwire.com/state-
of-security/latest-security-news/the-newest-online-threat-zepto-
ransomware/)
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McAfee Ransomware Interceptor

+ Information link: https://www.mcafee.com/jp/downloads/free-tools/interceptor.aspx
* How does McAfeeRansomwarelnterceptor work?

© Ransomware process starts

Time ... Process Name PID Operation Date: 8/10/2017 2:38:46.5453879 AM
2:354... @McNeeRanso 1872 &% Thread Exit Thread: 2968
2:354... @McNeeRanso 1872 Q Thread Bxit Class: Procass
4 Operation: Process Start
Result: SUCCESS
2532 &% Load Image Path:
2532 &% Load Image o~
2532 8% Load Image Duration: 0.0000000
2532 BhCreateFile
2532 EuCreateHIe Parent PID: 1364
2532 A CreateFile Command line: "C:\Users\Zone\Documents\ZEPTO.exe”
2532 BhQueryBasicirfol Current directory: C:\Users\Zone\Documents)
2532 B\Goseﬁle Environment: -
2532 BhCreateFile ALLUSERSPROFILE=C:\ProgramData
2532 B CreateFileMapp WPPDATA=C:\Users\Zone\AppData\Roaming
2532 B CreateFileMapp CommonProgramFlles—C \Program Files\Com
2532 &% Load Image CommonProgramFiles(x86)=C:\Program Files
2532 BCIoseFile CommonProgramW6432=C:\Program Files\C:
2532 EnCne ateFlle COMPUTERNAME =ZONE-PC
tral— g i ComSpec=C:\Windows\system32\cmd.exe
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McAfee Ransomware Interceptor

+ Information link: https://www.mcafee.com/jp/downloads/free-tools/interceptor.aspx
* How does McAfeeRansomwarelnterceptor work?

© McAfee RI reads McAfeeRlI.db file
2354.. (G McAiecRanso. 1'372%5224’5:”" T ] e Fesystem
:394... feeRanso... formation| ‘
zn Roterias. 12 Romomietioti [l o s
2394, Mo AfaaR: i Result: SUCCESS

] Path: [C:\Proqvan Files\McAfee Ransomware InterccpercAfeeRLd:]

Duration: 0.0000499

Path; [C:TProgram Fes WicATee Ransomware Inerceptor \RIProtectonLog. bt |
Dwator: 0000872

© McAfee RI Identifies the ransomware threat and terminates the process

2394. \gMcAeeRanso.. 1872 BACreateFle |1 | |2 T e s =
2394... %M&Rﬁnw 1872 2\ QueryNetworkOpeninf K G ntoskml exe MQuevyHormalumoess + M’A
2394.. GNcAeehanso... 1872 BClosefie K7 ntoskml exe KeSynchronize Execution + (x3a4
2:394.. G McAeeRanso... 1872 BhWiiteFile Ug ndidl ZwQueryinformationProcess + B
2:394... KgMcAfeeRanso... 1872 InformationFile U9 ntdidl FQICreaelknsCompldmbst + 0
2:394... ' ZEPTO exe

Tennmatercess + 024

2394.. %'ZEPTO.exe KERNELBASE dI

Ann s TTaraTa
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» Wikipedia
https://en.wikipedia.org/wiki/Ransomware
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