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What is Ransomware?

« Ransomware is a type of malicious software from cryptovirology
that threatens to publish the victim's data or perpetually block
access to it unless a ransom is paid

« Ransomware is malicious code that is used by cybercriminals to
launch data kidnapping and lockscreen attacks

» The motive for ransomware attacks is monetary
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Rise of Ransomware

THE RISE OF RANSOMWARE KERANGER
- First targeting OS X®
\x/ * 30 active malware families Deuvtguct(:
TORRENTLOCKER Microsoft® Word
CTB-LOCKER documents

Uses Tor for

command-and-control

SIMPLOCKER

Targeting Android™ devices

REVETON
Appears to be
a fine from law
enforcement

GPCODER
The return of
file-encrypting
malware

PCLOCK
Copycat ransomware,
pretending to be

CryptolLocker
TESLACRYPT
Anonymous online Goes after online
payments with Bitcoin gaming save files
WiLOCK CRYPTOWALL
SVEIAENS First demanding
remium SMS e
P Bitcoin for payment
AIDS MALWARE ANDROIDDEFENDER
First known Fake antivirus + LockScreen
ransomware
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Ransomware Testing Envinronment

* Victim machine: Windows 7 Ultimate SP1 x64

* Ransomware: Zepto ransomware (https://www.tripwire.com/state-
of-security/latest-security-news/the-newest-online-threat-zepto-
ransomware/)

Information Security Confidential - Partner Use Only iSEc
nformation sccurity inc.


https://www.tripwire.com/state-of-security/latest-security-news/the-newest-online-threat-zepto-ransomware/

Anti-Ransomware Kaspersky

 Information link: https://goo.ql/zYdqYJ

* How does Anti-ransomware Kaspersky work?
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Anti-Ransomware Kaspersky

* Information link: https://goo.gl/zYdqYJ

* How does Anti-ransomware Kaspersky work?

© Ransomware process is identified and killed by the Kaspersky product
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1253 : C:\Windows\System32\ntdl dil Image Base: (7fd...
12531 y 4\ntdll Image Base: U/ /0,

Thread ID: 740, Us.
Exit Status: -10737.

Information Security Confidential - Partner Use Only iSE

information sccurity inc.


https://goo.gl/zYdqYJ

Anti-Ransomware Kaspersky

* Information link: https://goo.gl/zYdqYJ

* How does Anti-ransomware Kaspersky work?

© Anti-ransomware Kaspersky process (anti_ransom.exe) injects its own klhkum.dll into
the ransomware process
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