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What are Web Crawlers?

* Web crawlers are known by a variety of names — industry jargon
labels them spiders or bots but technically they are referred to as
web crawlers
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URL Web Crawler Log File
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shells --egypt

msf au

[ metasploit v4.14.28-dev ]
| ((L C(Ilwlt, - 951 auxiliary - 293 post ]
+ —— —-—=[ 486 payloads - 40 encoders - 9 nops ]
4+ == [ Free Metasploit Pro trial: http://r-7.co/trymsp ]
ms f use auxiliary/crawler/msfcrawler

xiliary( ) > set RHOSTS 192.168.10.79

RHOSTS => 192.168.10.79

msf auxiliary( ) > exploit
Loading modules: /usr/share/metasploit-framework/data/msfcrawler
Loaded crawler module Simple from /usr/share/metasploit-framework/data/msfcrawler/basic.rb...
Loaded crawler module Comments from /usr/share/metasploit-framework/data/msfcrawler/comments.rb..
Loaded crawler module Forms from /usr/share/metasploit-framework/data/msfcrawler/forms.rb...
Loaded crawler module Frames from /usr/share/metasploit-framework/data/msfcrawler/frames.rb...
Loaded crawler module Image from /usr/share/metasploit-framework/data/msfcrawler/image.rb.
Loaded crawler module Link from /usr/share/metasploit-framework/data/msfcrawler/link.rb...
Loaded crawler module Objects from /usr/share/metasploit-framework/data/msfcrawler/objects.rb...
Loaded crawler module Scripts from /usr/share/metasploit-framework/data/msfcrawler/scripts.rb...
(0]
URI LIMITS ENABLED: 10 (Maximum number of requests per uri)
Target: 192.168.10.79 Port: 80 Path: / SSL:
>> [2/)”] /
>> [200] /twiki/

[200] /phpMyAdmin/

>> [200] /mutillidae/
>> [302] /dvwa/

[302] Redirection to: login.php
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Ways to crawl a website

* Black Widow

[@ o] () riers | Quscormer | [ tikiwors | () emate | < mxtims | =] swuctre | @ nessoy |

<

Previous

>

9 Locating the site or page to scan.

Use the browser to navigate to the site or page you would like to scan. Optionally, you may need to login to the site before yoi

the Filters to control the scanning process.

Address: tp://192. 168.10.79

| B | [ [Toe] [

mam|gm’ﬂmm|35me|gmm’

Q Scanner settings and status

Status
. 100% of 453,477 bytes
. 100% of 453,477 bytes
100% of 453,477 bytes
100% of 453,477 bytes
' 100% of 453,477 bytes
Pause Scan Response Received
3

Before you begin the scan, review the settings at the bottom of this page. You can select to download as you scan, or, wait until the
select (from the Structure) what you need to download. Keep in mind that scanning with more than 6 connections may result in conne
servers only allow this much. When you start the scan, the list below will show you the status for each scan connections.

http://192. 168. 10. 79 /twiki/TWikiDocumentation. html #Hiding_Control_Settings
http: //192. 168. 10. 79 /twiki/TWikiDocumentation. html #The_SuperAdminGroup
http://192. 168. 10. 79/twiki/TWikiDocumentation.html #Using_HTML

http://192. 168, 10. 79 /twiki/TWikiDocumentation. html #TWiki_Text_Formatting
http://192. 168. 10. 79 /twiki/TWikiDocumentation. html #TWiki_Editing_Shorthand
http://192. 168. 10. 79/twiki/TWikiDocumentation. html #HTML_and_TWiki_Usability
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Ways to crawl a website

* Burp Suite Spider

Target | Proxy | Spider | Scanner Tlntruder T Repeater T Sequencer T Decoder Tcomparer I Extender W

JIS'A! map 'Scope

Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding (

Scanner | Intruder

Repeater

Control | Options

http://192.168.

http://192.168.10.79/
Remove from scope

Compare site maps
Expand branch

Expand requested items
Delete host

Copy URLs in this host
Copy links in this host
Save selected items

Show new site map window
Site map help

| (st Method | URL
B.1079  GET /
10.79 GET Jdav/
10.79 GET Jdvwal
GET Jmutillidae/
GET  /phpMyAdmin
GET Ruikil

[11

‘1.1
68.10.79

Mozilla/5.0 (X11; Linux x86_6¢

Accent: text/html _annlication/xhtml+xml . ar

@

Spider Status

Use these settings to monitor and control Burp Spider

host / branch".

[ spider is running ] | clear queues |

Requests made: 37
Bytes transferred: 779,659
Requests queued: 90
Forms queued: 6

S

Spider Scope

@ Use suite scope [defined in Target tab]

(U Use custom scope
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Ways to crawl a website

» Scrapy framework
(https://doc.scrapy.org/en/master/intro/tutorial.ntml)

pip install scrapy
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Ways to crawl a website

» Scrapy framework
(https://doc.scrapy.org/en/master/intro/tutorial.ntml)
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Ways to crawl a website

» Scrapy framework
(https://doc.scrapy.org/en/master/intro/tutorial.html)

Information Security Confidential - Partner Use Only

nformation sccurity inc.


https://doc.scrapy.org/en/master/intro/tutorial.html
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Ways to crawl a website

» Scrapy framework
(https://doc.scrapy.org/en/master/intro/tutorial.html)

A Example Spider (extract all links and follow them)
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https://doc.scrapy.org/en/master/intro/tutorial.html
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