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• “Netcat”  is a computer networking function for analyzing from and 

writing to network connections using TCP or UDP
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• Banner grabbing

• Reverse shell 

• Chatting

• Data Transfer

• Port scanning

• Port knocking

• Port forwarding
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• Client/Server Model 

◎ Netcat client 

# nc IP Port 

◎ Netcat listener

# nc -vlp Port
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• Reverse shell 
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• Chatting
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• Data Transfer
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• Port scanning

• Port knocking (find out hidden services) 
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• Port forwarding

▲ Topology

Sending_Host >>> Forwarder_Host >>> Receiving_Host

forward port 8000 to remote-host:80
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• There are many other sophisticated tools for every feature provided 

by Netcat, yet no other tool is powerful enough to provide so many 

functionalities in a single package

• Netcat is not only useful for a pentester but it can also be utilized 

by system administrators for their daily activities
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