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About WPScan

* WPScan is a black box vulnerability scanner for WordPress written in PHP mainly focus
on different types of vulnerability in WordPress, WordPress themes, and plugins

* WPScan tool is already installed by default in Kali Linux, SamuraiWTF, Pentoo,
BlackArch, and BackBox Linux

* WPScan uses the database of all the available plugins and themes (approximately over

18000 plugins and 2600 themes) during testing against the target to find outdated
versions and vulnerabilities.
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WPScan features

© WPScan main features

 Detect a version of currently installed WordPress

« Can detect sensitive files like readme, robots.txt, database
replacing files, etc

 Detect enabled features on currently installed WordPress

» Enumerate theme version and name

* Detect installed plugins and can tell you if it is outdated or not.

 Enumerate user names
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Demo

» Testing environment: Kali Linux x64

* From terminal run #wpscan --url
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References

* WPScan
https://wpscan.org/

* GitHub

https://github.com/wpscanteam/wpscan
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