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Web Application

Initially static HTML based websites

<« C' | © info.cern.ch/hypertext/WWW/TheProject.html
World Wide Web [® @] | Elements Console Sources Network Performance

or 1de (¢ tml

<head></head
? s s i 5 5 ¥ <body
The WorldWideWeb (W3) is a wid, hypermedia retrieval oy T m—
aiming to give universal access to a large universe of documents. hl>world wide web</h1
“The WorldwideWeb (W3) is a wide-area”
Everything there is online about W3 is linked directly o irectly to this document. ha named".e"/href “whatls.html®
N B-_ oo Fino i i W ypermedia</a
an summary of the project Policy . November's i rtoraatics petrduval
new requently Asked Questions . initiative aiming to give universal
access to a large universe of documents."

What's out there? ¥<p

Pointers o Wi 's ine i H g iects V3 servers. elc. "

Pointers to the world's online information, subjects , W3 servers, elc. ey tHenE e oRLthe abuat
Help ) W3 is linked directly or indirectly

on the browser you are using to this document, including an *
Software Products a namer/‘zd” href-"Summary.html">executive

P . : . : mmary</a

A list of W3 project components and their current state. (e.g. Line Mode ,X11 Viola o o Brojeet: &

» NeXTStep . Servers . Tools . Mail robot . Library ) a name-"29" href-"Admini Maili ryiew. html”
Technical /a

Details of protocols, formats. program internals cte
Bibliograph; a name-"30" href-"Policy.html">Policy</a

Paper d on W3 and ", November's "

a name-"34" href-"News/9211.html">W3 news</a

A list of some people involved in the project. html body di m

A summary of the history of the project. Styles | Event Listeners DOM Breakpoints Properties

g gy Filter thov .cls +

If you would like to support the web.. P

o :
Getting the code by_anonymous FTP . etc. dt { user agent stylesheet
display: block;
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Web Application

Replaced with dynamic multi-technology based websites

& > C @ Secure hitps//www.flickr.com e % a

flckr

(% (] | Elements Console Sources Network Performance » i

html xmlns:cc-"http://creativecomnons.org/ns#” lang-"en-us® class=" fluid
html-sohp-view is-usa-day scrolling-layout yui3-js-enabled

> chead id-"yui_3_16_6_1_1499134586@46_332">..c /head
¥ (body class ()
» <svg width="0" height="0" style-"position:absolute">.c/svg
> cdiv id="content">..c/div
> cscript nonce= zccszxnasasmasseuzasacaueeeaa ~</script
> cscript type-"text/]
/seript
> cscript class="modelExport” type=“text/javascript” nonces
2cc52119a8d8018550442d5dcd806edd >« /script
» cnoscripty..c /noscript:
¥ <script nonce-"2¢c52119a8d8018550442d5dcdsesedd
(function(a,b,c,d,e){function F(){var

. . . .
a=b.createElenent (“script”);a.asyncs10;a. srca"//radar. cedexis. con/1/18573
ind vour inspirati il eetsme:
a[d]&&a[d]

5/1.test(a.navigator.useragent) | [(a[(]’a[()(e f [d]
istener”, "attachEvent”, "load");

(“on"+e,))}) (window, document, "addEv
Jseript
link rel="stylesheet” href="https://s.vimg.com/uy/build/stylesheets/

Join the Flickr community, home to 13 billio B e e b LU e
and 2 million groups <1-- rendered with love by main.bsefcsfd-sde.prod-gql-1 -

html.fluid html-sohp-views-usa-day scrolling-layout yui3-js-enabled
Styles Event Listeners DOM Breakpoints Properties

thov .cls +

rollup-120ee334.¢55:38

, body, ig index):162

(ulor W#212124;
background-color: [1#f3f5fs;

Filter Show all
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Web Application

Web Application structure

Web Resource
MTML, POF, JSON ...

dosn't change

Qerevated on the By

URL
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Web Application

© Web Application structure
Security approach:

 Firewalls and other perimeter devices are deployed
 Servers are regularly patched

* Network traffic is encrypted but security bugs/vulnerabilities present at the
application layer (code level) are not taken into account

e Typical structure of a Web
o Application

te
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Network security threats

O IP spoofing

Any station can send packets pretending to be from any IP
address
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Network security threats

O Smurf attack

Ping a broadcast address, with the spoofed IP of a victim
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Denial of service (DOS) attack

* Form of attacking computer over a network. A malicious attempt to
render a networked system unable but without permanently
damaging it.

* If a lot of malicious hosts coordinate to flood the victim with an
abundance of attack packets is called Distributed DOS (DDQOS)

attack.
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Fragmentation attack

Fragmentation allows oversized packets to be split to fit on a smaller
network.Reassembly is difficult. Firewall and IDS may reassemble
packets from how the attacked operating systems do it.
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Problems

» Large number of vulnerabilities being reported are web application
vulnerabilities.

» The easiest way to compromise hosts

 For web applications to properly work, have to allow traffic (port
80,443) through the firewall

Firewall,
Attacker Intrusion Prevention Server Database

e 4%"

Port 80,Port 443

11 Information Security Confidential - Partner Use Only iSEC
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Web Application Security Issues

* Web applications extend an organization’s security perimeter
» Easy accessibility for attackers as well
» Over-reliance on SSL

» Most web-applications connect back to databases containing
confidential information

 Lack of security awareness amongst developers

» Coding mistakes due to pressure to build and deploy the system

» Applications vary from organization to organization

Information Security Confidential - Partner Use Only
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Web Application Security Issues

© Misconceptions:

We are secure, we use SSL
Great at encrypting traffic
Does not validate application input
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Web Application Security Issues

© Basic principle:
Make the web application do something the developer never

intended for it to do.

\'u ¢ &

JARCAR
Photo Lallery
TS ci—
+ Nature (117)

Photo Calary
» Nature (117) » Official (42)
» Official (12) hamm: » Bortrats (9)
Sohail Khan + Portraits (9) = e e ? Grou photes 12)
+ ehikdren
v phes O] k2 ‘l:] » Animals & pets (23)
» A e 8 » Sports (34)
+ Sports (34) [ » Others (33)
+ Others (55) 0 o =
By:

1SEC
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Web Application Security Issues

© Problem: user input

« All user input is inherently evil
» Malicious input can:

- Enable attacker to access internal databases
- Alter flow of web applications
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Web Application Security Issues

O Root cause: Client Input
» Attacks are injected through

- Text based forms in web pages
- Manipulating URL addresses

- Cookie tampering

- Manipulation of hidden files

Information Security Confidential - Partner Use Only
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Parameter manipulation

O Several ways:

 Text based forms in web pages
» Manipulating URL addresses

» Cookie tampering

* Manipulation of hidden files
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Parameter manipulation

O Several ways: Basic examples

URLs: Will be looking at choice parameter.

http://192.168.10.96/mutillidae/index.php?page=user-poll.php&choice=wireshark&initials=&user-poll-php-submit-
button=Submit+Vote

[(Normal flow: choice parameter is wireshark] (Duplicate it to influence the Vote]

192.168.10.96/mu lidae/indexphp?page=user-poll phpdicholce=wiresharkchoice =arameter_C hangedinials=Guser-poll- php-submit-button=Subit Vo o+

TUU HHIdis. .
S |

Your choice was wireshark <— | | ‘ Your choice was Parameter_Changed <}:||
18 Information Security Confidential - Partner Use Only iSEC
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Parameter manipulation

O Several ways:

» Temporary databases

» Cookies

» User sessions

» Hidden Fields in Web pages
* URLSs

<input type="hidden" id="price” value=1000> <input type="hidden" id="price“ value="10000.00">
o o & x 3 i iz Midden Filed te > &

"

| Thisis a Fidden Fled tesniag Page 11

. " "
P N [ price="1.00
Hismriind —>
_reset | _sutm |
19 Information Security Confidential - Partner Use Only iSEC
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Cross Site Scripting (XSS)

Attackers inject their own malicious scripts onto web pages and have
it executed by the user’s browser

O Basic example:

What's your name? FABOAYE-T
ALERT

Iert("ALERT")</script>| x || Submit

<script>alert("ALERT") </script> [ L

OK

20 Information Security Confidential - Partner Use Only iSEC
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SQL Injection

Attacker adding his own SQL Statements in user input

O Very Basic example: 1' OR " '='

User ID:

| || Submit |

1'0OR''='

First name: admin
Surname: admin

ID: 1' OR " '='

First name: Gordon
Shnrnama* Rrnun
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Google hacking

Using properly Google can be utilized as a security scanner

O Exploit db

https://www.exploit-db.com/google-hacking-database/

inurl:app/config/ intext.parameters.yml intitle:index.of !, Q "MiniToolBox by Farbar" ext:txt !, Q

TAT EE] % s =] ) -85 B W—Jl IAT #hEg il i 3w e 652ER3 IiE =)L

#4734F (043%2)

Index of /zakoni/app/config

skupstina.me/zakoni/app/config/ ¥ CDN—%RY

[PARENTDIR], Parent Directory, -. [ ], config.yml, 2016-12-01 13:41, 3.6K. [ ], config_dev.yml, 2013-08-
27 15:31, 643. [ ], config_prod.yml, 2013-08-27 15:31, 489. [ ], config_test.yml, 2013-08-27 15:31, 270. [
], parameters.yml, 2016-12-01 11:44 ..
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References

« OWASP

https:/www.owasp.org/index.php/OWASP_Vulnerable_Web_Applications_Directory_Project/Pages/VMs
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
https://www.owasp.org/images/a/a8/OWASPTopl0ProactiveControls2016-Japanese.pdf
https://www.owasp.org/index.php/Top_10_2017-Top_10

* Rapid7

https://community.rapid7.com/docs/DOC-1875
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