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Initially static HTML based websites 
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Replaced with dynamic multi-technology based websites
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Web Application structure
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◎Web Application structure

Security approach:

• Firewalls and other perimeter devices are deployed

• Servers are regularly patched

• Network traffic is encrypted but security bugs/vulnerabilities present at the 

application layer (code level) are not taken into account
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◎IP spoofing

Any station can send packets pretending to be from any IP 

address
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◎Smurf attack

Ping a broadcast address, with the spoofed IP of a victim 
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• Form of attacking computer over a network. A malicious attempt to 

render a networked system unable but without permanently 

damaging it.

• If a lot of malicious hosts coordinate to flood the victim with an 

abundance of attack packets is called Distributed DOS (DDOS) 

attack.
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Fragmentation allows oversized packets to be split to fit on a smaller 

network.Reassembly is difficult. Firewall and IDS may reassemble 

packets from how the attacked operating systems do it. 
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• Large number of vulnerabilities being reported are web application 

vulnerabilities.

• The easiest way to compromise hosts

• For web applications to properly work, have to allow traffic (port 

80,443) through the firewall
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• Web applications extend an organization’s security perimeter

• Easy accessibility for attackers as well

• Over-reliance on SSL

• Most web-applications connect back to databases containing 

confidential information 

• Lack of security awareness amongst developers

• Coding mistakes due to pressure to build and deploy the system

• Applications vary from organization to organization
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◎Misconceptions:

We are secure, we use SSL

Great at encrypting traffic 

Does not validate application input 
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◎Basic principle:

Make the web application do something the developer never 

intended for it to do.
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◎Problem: user input

• All user input is inherently evil 

• Malicious input can: 

- Enable attacker to access internal databases

- Alter flow of web applications
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◎Root cause: Client Input 

• Attacks are injected through

- Text based forms in web pages 

- Manipulating URL addresses 

- Cookie tampering 

- Manipulation of hidden files 
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◎Several ways:

• Text based forms in web pages 

• Manipulating URL addresses 

• Cookie tampering 

• Manipulation of hidden files 
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◎Several ways: Basic examples   

URLs: Will be looking at choice parameter.
http://192.168.10.96/mutillidae/index.php?page=user-poll.php&choice=wireshark&initials=&user-poll-php-submit-

button=Submit+Vote

【Normal flow: choice parameter is wireshark】 【Duplicate it to influence the Vote】
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◎Several ways: 

• Temporary databases

• Cookies

• User sessions 

• Hidden Fields in Web pages 

• URLs
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Attackers inject their own malicious scripts onto web pages and have 

it executed by the user’s browser

◎Basic example:
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Attacker adding his own SQL Statements in user input

◎Very Basic example: 1' OR ' '=' 
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Using properly Google can be utilized as a security scanner

◎Exploit db
https://www.exploit-db.com/google-hacking-database/
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• OWASP
https://www.owasp.org/index.php/OWASP_Vulnerable_Web_Applications_Directory_Project/Pages/VMs

https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project

https://www.owasp.org/images/a/a8/OWASPTop10ProactiveControls2016-Japanese.pdf

https://www.owasp.org/index.php/Top_10_2017-Top_10

• Rapid7
https://community.rapid7.com/docs/DOC-1875


