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• To provide materials that allows anyone to gain practical 'hands-on' 

experience in digital security, computer software & network 

administration
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• Target VM: Billu B0x

• Download the zip archive and extract it 
https://www.vulnhub.com/entry/billu-b0x,188/

• Import  the ova file into your favorite hypervisor

• Attach a DHCP enable vmnet to the machine and run it

• Objective

The objective is to break into the machine via a web application 

running on it and escalate user privileges to gain root access.
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◎Testing environment

Linux Kali (attacker) >>> Firewall >>>  Billu B0x (target vm)
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◎From the attacker machine run the following command to find out 

Target VMs IP address:

◎Scan the target machine IP (192.168.111.128)

• Two ports are open: Port 22 – Used for SSH; Port 80 – Used to serve a web application
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◎Explore target machine’s port 80 in a browser

◎ it looks like a custom page which is asking for a username and password

After trying the known combination of SQL Injection used to bypass login, all the attempts 

made were unsuccessful
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◎Use dirb tool to scan the web application
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◎Open test.php in a browser 

◎ file is a variable sent via POST request and it may be vulnerable to LFI

◎ Send a POST request and pass a parameter to file

File variable is vulnerable to LFI
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◎index.php asks for username and password and a POST request 

is being made the rest of the PHP code is in the same file

◎ Exploit LFI vulnerability to read the code of index.php

◎ Send a POST request and pass index.php as a parameter to file
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◎c.php file is included in the code  

◎ Exploit LFI; Send a POST request and read the contents of c.php

◎c.php file contains the credentials for the MySQL database
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◎dirb revelead the /phpmy link
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◎After accessing phpmy link, it takes  to  PHPMyAdmin

PHPMyAdmin credentials:

• Username: billu

• Password: b0x_billu

◎From PHPmyAdmin we get web application credentials and log in

Web application credentials:

Username: biLLu

Password:  hEx_it
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◎ The goal is to obtain server’s root password 

◎ Next step will be to exploit LFI and read config.inc.php file

◎ config.inc.php reveals server’s root password: roottoor
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◎ Now can log into the server as root via SSH; Game Over 
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• Vulnhub website
https://www.vulnhub.com

• Vulnerable VM download 
https://www.vulnhub.com/entry/billu-b0x,188/


