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About Vulnhub

 To provide materials that allows anyone to gain practical 'hands-on'
experience in digital security, computer software & network
administration

N o

VULNHUB

VULNERABLE BY DESIGN
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Target VM

 Target VM: Billu BOx

» Download the zip archive and extract it
https://www.vulnhub.com/entry/billu-bOx,188/

i Billu _bOx.zip
» Import the ova file into your favorite hypervisor
! Billu_bOx.ova 5
VMware Workstation TRi< r

» Attach a DHCP enable vmnet to the machine and run it

A=) DHCP - 2% {#BLT IP PRI 2% VM [CEE#H T 3(D) Ubuntu 12.04.5 LTS indishell ttyl
. indishell login:

Hozok IP(1): [ 192 168 111, 0 |  H7uk A9(M): | 255 255 255 . 0 |

* Objective

The objective is to break into the machine via a web application
running on it and escalate user privileges to gain root access.
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Test Setup

O Testing environment

Linux Kali (attacker) >>> Firewall >>> Billu BOx (target vm)
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Walkthrough

O From the attacker machine run the following command to find out
Target VMs IP address:

# netdis 58.111.0/24
Currently scanning: shed! [ Screen View: Unique Ho

3 Captured ARP Req/Rep packets, from 3 hosts. Total size:

At MAC Address Count

Unknown wvendor

8 0 0 Unknown v
~A11.254 00:

Scanpy

« Two ports are open: Port 22 — Used for SSH; Port 80 — Used to serve a web application
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Walkthrough

O Explore target machine’s port 80 in a browser

€ ©F 192168111128 e wBa 9 3 4 =

B} 5¢28%-7 @ Firefox BNILEY @ How tointerpret IPud s - Mac changes IP ¢

==[[ billu bOx ]]==--

Show me your SQLI skills
Usernam . 2= Password:~

BOX Powered By Pirates
o it looks like a custom page WhICh is asklng for a username and password

After trying the known combination of SQL Injection used to bypass login, all the attempts
made were unsuccessful
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Walkthrough

© Use dirb tool to scan the web application
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Walkthrough

© Open test.php in a browser
€ (© 192.168.111.128/test.php

|8 £<BBR-Y @ Firefox ZfE\2H%Z5 @ How to interpret IPv4 .. = osx - Mac changes IP t

'file’ parameter is empty. Please provide file path in ‘file' parameter

O file is a variable sent via POST request and it may be vulnerable to LFI
O Send a POST request and pass a parameter to file

File variable is vulnerable to LFI
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Walkthrough

O©index.php asks for username and password and a POST request
Is being made the rest of the PHP code is in the same file
© Exploit LFI vulnerability to read the code of index.php

© Send a POST request and pass index.php as a parameter to file
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Walkthrough

O c.php file is included in the code
O Exploit LFI; Send a POST request and read the contents of c.php

O c.php file contains the credentials for the MySQL database

11 Information Security Confidential - Partner Use Only lSEC

nformation sccurity inc.



Walkthrough

O dirb revelead the /phpmy link
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Walkthrough

o After accessing phpmy link, it takes to PHPMyAdmin
PHPMyAdmin credentials: B

 Username: billu :

» Password: bOx_billu

ams)
O F—TrERE
FIoa
)

O s 1o

© From PHPmyAdmin we get web application credentials and log in
Web application credentials:

Username: biLLu
Password: hEx it
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Walkthrough

O The goal is to obtain server’s root password
© Next step will be to exploit LFI and read config.inc.php file
© config.inc.php reveals server’s root password: roottoor
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Walkthrough

© Now can log into the server as root via SSH; Game Over
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References

* Vulnhub website
https://www.vulnhub.com

* Vulnerable VM download
https://www.vulnhub.com/entry/billu-bOx,188/
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