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The Idea

 Leak a lot of data using not strictly defined protocol header values
or passing commands through IP identification and ICMP id fields.

 Possibility to be applied in pentest projects.

« Example: IP header, TCP header, ICMP header.
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The IP Identification Field

RFC 791 nttps:/itools.ietf.ora/html/rfc791
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RFC “Definition” on “ldentification” Field:

Identification: 16 bits

An identifying value assigned by the sender to aid in assembling the
fragments of a datagram.
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https://tools.ietf.org/html/rfc791

The IP Identification Field

* IP implementations used the +1 technique. Every new packet
leaving a machine would have the ID of the previous packet plus
one.

* The nmap Idle Scan exploited (more like used) this implementation
idea, to produce port scans that were really hard to track.

» Implementations changed their ways and started
using random values in the IP identification field.
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Random Values

« If we know that we expect random values in a certain field, we can’t
perform any checks in it. Everything is permitted.

« Example: The IP identification bytes are “HO” in a packet. Or “GE”,
or 2 zero bytes (¥x00).

* Following we are passing 6 bytes “FOOBAR” across from sender
to receiver by encapsulating it in 3 IP packets id fields (2 bytes
each).
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Random Values
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The Problem

$ Is -l /etc/shadow
-FW-[----- 1 root shadow 1621 Jun 22 20:34 /etc/shadow

* The file to be leaked.

* This size will produce 810 packets, assuming we encapsulate
data only in the IP identification field.
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Search for more Bandwidth

» Choose ICMP’s identifier and sequence number fields. 2 bytes
each for a total of 4 bytes.

* IDENTIFIER and SEQUENCE NUMBER can be used arbitrarily by

the user.

Frame format — ICMP

8 Bits | 8 Bits 8 Bits l 8 Bits
| ICMP CODE ICMP CHECKSUM
IDENTIFIER® SEQUENCE-NUMBER*
ICMP DATA

*Not part of IOMP — Can be used arbitrarily by the user
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Search for more Bandwidth

Following we are passing 14 bytes “FOOBARBARFOQ” across from
sender to receiver by encapsulating it in 1 IP packet id field (2 bytes
each) and 3 ICMP packets(id and sequence 2 bytes each).
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Test Setup

O Testing environment

Linux (sender script) >>> Firewall >>> Linux (receiver script)

© The code in plain English:

* In an infinite loop fetch the first packet and reassemble the string that has
been split in the ID fields.

» Add that string to the payload.
* If byte ¥xff continue, if byte ¥xdd the packet was the last of a command.
* Run the command to the shell with system().

* Empty the payload to make it ready for the next command.
* Repeat from the beginning.
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Run Commands Covertly

« Transport commands covertly and run it in the remote machine.

« Bandwidth of a single packet: 3 bytes.
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Run Commands Covertly

Covert commands.
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Obtaining a Reverse Shell

Using Netcat on the target machine.

Attacker

Reverse shell

Attacker
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Obtaining a Reverse Shell

Using python on the target machine.

Attacker reverse shell

Attacker
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Countermeasures

* Block ICMP
» Do not leave sniffing, unused libraries on the servers.

* Implement RFC 6864 (https://tools.ietf.org/html/rfc6864)
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