SEC

iqunanbn security inc.

PowerShell Empire

Information Security Inc.

1SEC

information sccurity inc.




Contents

* PowerShell

* PowerShell Offensive Frameworks
* What is Powershell Empire?

* PowerSploit to Empire

* Why PowerShell empire?

 Lab Setup, Empire installation, configuration and demo

» References

Information Security Confidential - Partner Use Only iSEC

information sccurity inc.



PowerShell

* Windows PowerShell is an interactive object-oriented command
environment with scripting language features that utilizes small
programs called cmdlets to simplify configuration, administration
and management of hererogenous environments.
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PowerShell

* Directly access globally cached .NET assemblies
* Reflectively load .NET assemblies which can load C-based

Windows libraries
* Run scripts that are interpreted and executed as base64 strings

C# Programs

PowerShell.exe

!

System.Management.Automation.dll

3
.NET FRAMEWORK

3
CLR\JIT

!

Machine Code
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PowerShell

PowerShell is not the exploit itself, it's the enabler of further

compromise.

“That attack continued with PowerSploit, [...]
and a second-stage malware payload taken

PowerSploit

from the efforts of others”
— The Register, June 2016

“The industry is [facing] years to come of
)= a310-1 0 attackers abusing PowerShell [...] tools like

Empire PowerShell Empire have all but assured that”
— DarkReading.com, Mar 2016

“Windows PowerShell tied to more than a
LUV third of cyber attacks”
— ComputerWeekly.com, Mar 2016

$¢ Co &

Information Security Confidential - Partner Use Only

It is everywhere

Every modern Windows Operating System
has PowerShell installed. But its not just
Windows... Soon Linux

PowerShell is Legitimate

System Administrators use PowerShell for
their day jobs. Some Windows Servers
don’t even have GUIs

Logging isn’t Turned on
Most organizations probably don’t have
the logs required to detect PowerShell
because they aren’t turned on by default

OR they are running an old version of
PowerShell
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PowerShell

TIMELINE

Offensive PowerShell and .NET Attacks

[ atTack HisToRY |
2012

PowerSploit (2012)

Vl Plotus (10/2013) |

Power Worm (3/2014) |

Nishang (8/2012) | -

201

ConfuserEx (5/2014)

/I Syrian Malware (8/2014) |

| CoinVault Rasnomware (11/ 2014) I\ I Powershell Empire (2014) |

I Hunter EK (8/2015) 2015/| Fileless Backdoor (8/2015) I
| PS>Attack (12/2015)

2016 : -
I PowerSniff (3/2016) I /' Trojan.Laziok (4/2016) I

PowerShell Ransomware (5/2016) ] PowerDuke Backdoor (11/2016)

Poweliks (8/2014)
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PowerShell Offensive Frameworks

Useful for automating attacks and post-
ﬂ POWERSPLOIT g NISHANG exploitation routines

Collection of scripts to automate tasks such as:
+ analysis evasion

« remote execution

 privilege escalation

+ lateral movement

= + exfiltration
il PS>ATTACK @ EAOA\I;\IISER SHE
Command to reflectively load and execute a PE

binary into memory

Improve and propagate these PowerShell
offensive techniques
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What is PowerShell Empire?

« Empire is a pure PowerShell post-exploitation agent built on
cryptologically-secure communications and a flexible architecture.
Empire implements the ability to run PowerShell agents without
needing powershell.exe
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PowerSploit to Empire

PowerShell Attack Tool Evolution: PowerSploit to Empire
PowerSploit: [github.com/mattifestation/PowerSploit]

* Invoke-Shellcode

* Invoke-TokenManipulation
* Invoke-Mimikatz

* Get-GPPPassword

* Add-Persistence

Empire: [PowerShellEmpire.com]

* Pure PowerShell agent with secure comms

* Run PowerShell code without using PowerShell.exe

* Wraps functionality of the most popular attack PS tools
* Empire server leverages Python

Information Security Confidential - Partner Use Only iSEC
rity inc.
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Why PowerShell Empire?

 Similar to Metasploit in user experience
» C2 functionality

« Second stage implant after the initial one
» Use extensively for lateral movement
* Rapid development

Information Security Confidential - Partner Use Only
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Lab Setup

* Lab setup containing the following machines:

© Windows Server 2012 R2 Standard as DC (IP: 192.168.11.30)

© Windows 10 machine 1 as vulnerable host (IP: 192.168.11.32)

© Windows 10 machine 2 as vulnerable host (IP: 192.168.11.193)

© Kali Linux as the attack machine running PowerShell Empire (IP: 192.168.11.9)

| | 192.168.11.0/24
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Empire installation

* Installing Empire Framework on the Kali Linux machine

j1thub.,com/EmpireProject/Empire.qit
$ 1

t

Information Security Confidential - Partner Use Only




Empire configuration and demo

« Configure Empire Listeners,the reverse shell and stagers (payload)
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Empire configuration and demo

. Copy the payload to the victim’s machine and execute it

top>dir
> C has no label.
Volume Serial Number is 20EA-5461

Directory of C:\Users\Userl\Desktop

©02:21 AM <DIR>

@2:21 AM <DIR>

©2:20 AM 1
1 File(s)
2 Dir(s)

o07/18/2017
07/18/2017
©7/18/2017
EES

49,333,460,

>Launcher_bat

c:\Users\Useri\Desktop

,023
1,023
292

rs\Useril\Desktop>D
drive C has
Number

:\Use
Volume in

Volume Serial is

®

Launcher.bat
bytes
bytes free

Directory of C:\Users

©2:28 AM
©2:28 AM
e File(s)
2 pir(s)

7/18/2017
7/18/2017

no label.

IR

20EA-5461

@

© bytes
49,333,133,312 bytes free

\Useri\Desktop

<DIR> s
<DIR>
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Empire configuration and demo

 Five seconds heartbeat between agents and server
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References

* Powershell Empire website; github
https://www.powershellempire.com/
https://github.com/powershellempire/empire

* Metasploit
https://www.metasploit.com/

* Windows PowerShell
https://blogs.msdn.microsoft.com/powershell/2017/06/
http://www.exploit-monday.com/2012/08/Why-I-Choose-PowerShell.html

To be continued...
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