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About CET

* Intel anti-ROP technology

* Builds on previous work on Control Flow Integrity (CFI) done by
Microsoft and a paper by IAD proposing hardware-enforced CFI
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Why CET

» Because: One of the latest anti-hacking chip enhancement

» Return-oriented Programming (ROP), and similarly call/jmp-
oriented programming (COP/JOP), have been the prevalent attack
methodology for stealth exploit writers targeting vulnerabilities in
programs.

* Control-flow Enforcement Technology (CET) is here to defend
against ROP/JOP style control-flow subversion attacks.
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Three decades of runtime attacks

return-into- Return-oriented
Morris Worm libc programming
1988 Solar Designer Shacham
1997 CCS 2007

Borrowed
Code Chunk
Exploitation

Krahmer

2005

Code
Injection
AlephOne
1996
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Recent attacks

Attacks on Tor Browser [2013]

FBI Admits It Controlled Tor Servers
Behind Mass Malware Attack.

[EROWSER]

Cisco Router Exploit [2016]

Million CISCO ASA Firewalls potentially
vulnerable to attacks

Stagefright [Drake, BlackHat 2015]

These issues in Stagefright code critically
expose 95% of Android devices, an
estimated 950 million devices

Adversary

The Million Dollar Dissident [2016]

Government targeted human rights
defender with a chain of zero-day exploits
to infect his iPhone with spyware.

——-—
< Back 16) 48 600910233

¥

Adversary
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Runtime attacks

Code-Injection Attack Code-Reuse Attack

Basic Blocks (BBL)
Entry: instruction target of a branch 0
(e.g., first instruction of a function)

Exit: Any branch
(e.g., indirect or direct jump/call, return) G

corrupt code

pointer G

[ —

D E P ject malicious ! corrupt code pointer
code
Adversary Data flow

Data Execution Prevention

Program flow
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Defenses against code reuse

* Code Randomization

 Control-Flow Integrity (CFI)
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Defenses against code reuse

Randomization Control-flow Integrity

Low Performance
Overhead Formal Security
(Explicit Control Flow
Scales well to complex Checks)
Software (OS, browser)

Information Disclosure Tradeoff:
hard to prevent Performance & Security

Challenging to integrate

High entropy required in complex software,
coverage
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Control-Flow Integrity (CFI)

* Prevents control-flow hijacking attacks

 CFl restricts indirect branch(jmp, call, ret) source and destination
 Often coupled

* With a shadow stack

e Purpose: Return to calling function
¢ ContrOI ﬂOW graph maps REturnS . CFI’F)lelseevance: Return adiress located on stack
all function calls

e Purpose: switch tables, dispatch to library functions

e CFl Relevance: Target address taken from either
processor register or memory

Ind | rect ¢ Purpose: call through function pointer, virtual table calls
e CFl Relevance: Target address taken from either processor

Ca“S register or memory
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Control-Flow Integrity (CFI)

* A pure software solution CFI has problems and could be exploited
http://ieeexplore.ieee.org/document/6956588/
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Hardware CFI
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Hardware CFI

* Method to define the intended control flow (CFG) to HW

» Method to protect dynamic control flows — a protected shadow
stack

* For any call, a copy of the return address is stored into both the
regular stack and the shadow area.
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Intel CET detalls

« Shadow stack detects return-address manipulation

« Shadow stack protected, cannot be accessed by the attacker
* New register ssp for the shadow stack

« Conventional move instructions cannot used in shadow stack
* New instructions to operate on shadow stack

» New instruction for indirect call/jJump targets: branched

* Could be combined with fine-grained compiler-based CFI (LLVM
CFI)
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Conclusions

 This is a natural evolution of exploit mitigation techniques and
really the future of trusted computing.

« CET combined with boot chain trust, application white listing and
existing/new anti-exploitation techniques can assure the
developing trusted systems for which even more classes of threat
can be eliminated.
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